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We propose a new signature scheme employing an indistinguishability obfuscator in the

standard model. Our goal is to build a signature scheme that is more tightly reducible to the RSA
assumption than previously reported. A key technique to achieve this property is that we adopt a
probabilistic construction in a signing algorithm with a (punctured) pseudorandom function instead
of deterministic one in the previous scheme. Since a signing oracle in the security proof can choose
randomness for punctured points, the proposed scheme is optimally reducible to the RSA assumption.
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1 Introduction

How to ensure the security of a scheme is a very
important problem in cryptography. To prove that a
scheme is secure, there are some models. (e.g., the
random oracle model, the standard model, the generic
group model and so on.) In the random oracle model
[BRI3], we use an ideal hash function, called a random
oracle, in a proof. With the random oracle model, we
can achieve a practical security level if we choose ap-
propriate hash functions. However, because of using
imaginary hash functions, the proof with the random
oracle model does not guarantee its security completely
in the real world.

Recently, researchers pay attention to program ob-
fuscation. Program obfuscation is that we encrypt a
program instead of a message with preserving its func-
tionality. One of these program obfuscations is the in-
distinguishability obfuscator (10)[GGH13]. iO makes
poly-time algorithms unintelligible for two obfuscated
programs. By using the iO, some cryptosystems which
are proved secure in the random oracle model, can be
proved secure in the standard model [HSW14]. How-
ever, in [HSW14], the authors proved that their full
domain hash signature scheme (FDH) is secure just
with loose reduction to the RSA assumption using :O.
In this paper, we realize a new signature scheme with
tight reduction to the RSA assumption.

In order to consider this problem in the standard
model, we used an analogy of a probabilistic signature
scheme (PSS) [BR96], which was proposed to make re-
duction tight in a security proof of a full domain hash
signature scheme in the random oracle model. Though
the signing algorithm usually outputs only a signature,
it outputs a signature and a random value in our ran-
domized full domain hash signature. In addition, we
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construct hash functions for this change.

1.1 Background

1.1.1 Random Oracle Model and Standard
Model

In the random oracle model [BR93], we use an ideal
random hash function. It usually takes a plaintext as
an input and outputs a truly random value. Assuming
the existence of random oracles, we can prove security
more easily, because in the security proof game, a sign-
ing oracle can choose arbitrarily a random number as
a signature and calculate the e-th power of the random
number as an output of a random oracle. Let e be a
random integer used as a verification key in RSA FDH
signature scheme. However, a random oracle does not
exist, so if a scheme is proved in the random oracle
model, it does not means that the scheme is proved in
the real-world conditions.

a random oracle was introduced in [BR93] in 1993.
In 1994, the first scheme which is IND-CCA2 secure in
the random oracle model was proposed [BR94]. (The
proof in that paper had mistakes and was modified in
[FEPSO01].) The proof of Full Domain Hash Signature
is introduced in [BR96].

In contrast, there is the standard model. In the stan-
dard model, a cryptographic system consists of only
actual primitives. Since if signature scheme is proved
in the standard model, it means that this system is se-
cure in real-world conditions, a proof in the standard
model is desirable. For example, Cramer and Shoup
public key encryption system [CS98] is a famous prac-
tical scheme proved in the standard model.

1.1.2

In order to prove in the standard model, we use in-
distinguishability obfuscation(i0). ¢{O makes two pro-
grams indistinguishable with preserving their function-
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ality. ¢O was introduced in [GGH13]. Many papers
related with 7O are published, for example [HSW14],
[SW14], [GGHR14] and so on.

1.1.3 Related Works

In [SW14], Sahai and Waters have shown new con-
structions of some cryptographic schemes that had been
proved in the random oracle model. Proposed schemes
have been proved in the standard model by employing
i0 in [SW14]. However, they proved security for only
selective condition.

Hohenberger, Sahai and Waters have proposed new
constructions of FDH signature and BLS signature in
[HSW14]. They are the selectively secure one and the
adaptively secure one. The security of their FDH signa-
ture is proved under the RSA assumption in the stan-
dard model.

Ranchen and Waters have shown the construction of
more practical signature scheme using iO and proved
it adaptively secure in the standard model in [RW14].

1.2 Current Contribution

In this paper, we propose a new signature scheme
using the indistinguishability obfuscator. Our goal is
that we build a signature scheme that is more tightly re-
ducible to the RSA assumption. A key trick to achieve
this property is that we adopt a probabilistic construc-
tion in a signing algorithm with a (punctured) pseu-
dorandom function, instead of deterministic one in the
previous scheme. Since a signing oracle in the security
proof can choose randomness for punctured points, this
scheme is optimally reducible to the RSA assumption.

Reduction efficiency is the difference of difficulty be-
tween problems and also between a problem and a cryp-
tographic scheme. The example of these schemes used
herein is a signature scheme. Tight reduction enables a
signature scheme to be secure. That means a signature
scheme with tight reduction using short parameters is
as secure as that with loose reduction using long param-
eters. If our tight scheme have a parameter of which
length is 1, previous scheme ([HSW14]) needs to have
a parameter of which length is 6(Q) in order to have
equivalent security to that of our scheme.

2 Preliminaries

We introduce some definitions, an indistinguishabil-
ity obfuscator, a full domain hash signature and a pseu-
dorandom function, which we will make use of.

2.1 Indistinguishability Obfuscator

We first define an indistinguishability obfuscator from
[GGH13]. The intuition of their first property is that
even if circuits are obfuscated, same inputs necessarily
generate same output. The second property is that a
discriminator D cannot distinguish an obfuscated pro-
gram C7 with the other C5. The detail is below.

Definition 2.1. Indistinguishability Obfuscator
(i0)

A wuniform probabilistic polynomial time turing ma-
chine (PPT) iO is called an indistinguishability obfus-
cator for a circuit class {C\} if it satisfies the following:

e For all security parameters A\ € N, for all C € C,
and for all inputs x, we have that

Pr[C'(z) = C(x) : C' + iO(\,0)] =1

e For any (not necessarily uniform) PPT adver-
saries Samp and D, if the size of Cy equals to
the size of the other program (C1), there exists a
negligible function a such that following holds: if
Pr[Vz, Co(x) = C1(z) : (Co, Cy,7) = Samp(1*)] >
1 —a(N), then we have:

|Pr[D(7,iO(\, Cp)) = 1: (Co, C1,7) + Samp(1*)]—
Pr[D(7,i0(X, C1)) = 1 : (Co, C1,7) = Samp(1V)]| <

2.2 the RSA Assumption

We should recall the standard version of the RSA
assumption in [RSA78][MNO11].

Definition 2.2. the RSA Assumption Let GenRSA
is an algorithm which receives 1% as a security parame-
ter, outputs (n, p, q, e) where n = pq and e is a random
integer such that e < ¢(n) and ged(e, p(n)) = 1. RSA
problem is that when an adversary takes (n, e, y) such
that y el Z} as inputs, it outpults x € Z) such that
T = y% (mod n). The advantage of the PPT adver-
sary, A for RSA problem is:

AdvEPA (k) : =Prlz® =y  (mod n)|
(n,p,q,€) i GenRSA(1%); 3 & 7y
x4 An,e,y)]

For all probabilistic polynomial time algorithms A, if
AdviSA(k) s negligible, namely if the following condi-
tion is true, RSA assumption holds.

AdvPA (k) < e(k)

2.3 Randomized Full Domain Hash (FDH) Sig-
nature

2.3.1 Syntax

Definition 2.3. Randomized Full Domain Hash

(FDH) Signature This scheme consists of three algo-

rithms,{ Gen, Sign, Verify}. Their definitions are be-
low.

e GenFDH(1*): It runs RSA(1*) to obtain (N, e, d)
and outputs (vk, sk) where vk = (N, e) and
sk = (N, d).

e SignFDH(sk, m): It randomly selects r and re-
turns a signature (o,r) where o = H(m,r)% mod
N.

o VerifyFDH(vk, m, (o, r)): It checks ¢ = H(m,r)
(mod N) and outputs 1 if this condition satisfies,
otherwise 0.



2.3.2 Correctness

If a sign is created by SignFDH, the verification al-
gorithm outputs 1 with probability 1.

o¢ = (H(m,r)")°
= H(m,r) mod N (" ed = 1 mod ¢(N))

Pr [0® = H(m,r) mod N|(o,r) & SignFDH(sk, m)
,8k <= GenFDH] = 1

2.4 EUF-CMA Secure

When a signature scheme is existentially unforgeable
against an adaptively chosen message attack (EUF-
CMA), the game that before an adversary sends queries
to a challenger, he receives a verification key is consid-
ered. We show the game below.

e Setup: A challenger receives a security param-
eter (1%) and generate a verification key and a
signing key by using a Gen algorithm in a signa-
ture scheme. He sends a verification key to an
adversary.

e Query Phase: An adversary adaptively sends a
message (m;) to a signing oracle and receives the
signature (o;,7;) of the message at most ¢4(1 <
i < gs) times.

e Challenge Phase: An adversary guesses a pair
of a message (m*) and a signature (¢*,r*). If
m* ¢ my(1 < i < gs) and a verification algo-
rithm that receives m* and (¢*, r*) outputs 1, an
adversary wins.

Let Expggf_CMA(k‘) be the above game. The ad-
vantage of an adversary A is a probability that A wins
Exp%}fﬁCMA(k). Namely,

AdvELTMA (k) == Pr[Exps ) ~MA (k) — 1]

If the advantage of an adversary satisfies following def-
inition, a signature scheme is EUF-CMA secure.

Definition 2.4. EUF-CMA Let €(k) be a negligible
value. A digital signature scheme ¥ is EUF-CMA se-
cure, if it satisfies

AdvETTMA < (k)
for all probabilistic polynomial time adversaries A.

2.5 Pseudorandom Function (PRF) and punc-
tured PRF

We consider a pseudorandom function, which is com-
putable in polynomial time and deterministic. Its com-
putational indistinguishability is that all probabilistic
polynomial time algorithms cannot distinguish the black-
box access to truly random functions from that to pseu-
dorandom functions This primitive was firstly intro-
duced in [GGM84]. We focus on a punctured pseudo-
random function shown in [HSW14] and introduce it.
There are similar definitions in [KPTZ13] and [BW13].

Definition 2.5. Punctured Pseudorandom Func-
tion A puncturable family of PRFs F' mapping is given
by a triple of Turing Machines Keyr, Puncturer and
Evalp and a pair of computable functions n(-) and m(-)
satisfying the following conditions:

e [Functionality preserved under puncturing)]
For every PPT adversary A such that A(1*) out-
puts a polynomial-size set S C {0,1}*™) then
for all z € {0,1}*™) where x & S, we have that:

Pr[Evalp(K,z) = Evalp(Kg, )
|K + Key (1Y), Ks = Puncturep (K, S)] = 1

e [Pseudorandom at punctured points] For
every PPT adversary (A1, As) such that Ay(17)
outputs a polynomial-size set S C {0,1}"N and
state T, consider an experiment where K < Key z(1*)
and Kg = Puncturep (K, S). Then we have

|[Pr[Aa(r, Kg, S, Evalp(K,S)) = 1] —
PI’[AQ(T, KS7S, Um(A)lsl) = ]_” — negl(}\)

where Evalp (K, S) denotes the concatenation of
Evalp(K,x1),....Evalp (K, ) where S = {x1, ..., xx} is
the enumeration of the elements of S in lexicographic
order, negl(-) is a negligible function, and U, denotes
the uniform distribution over [ bits.

2.6 Chernoff Bound

Theorem 2.1. Chernoff Bound Let Xi,..., X, be
independent variables such that X; € {0,1} (1 < i <
n). Let p < 1. For alli, let Pr[X; = 1] = p. There
exrists:

n

X

V50 <6 <p(1 —p))PrH%
62

2p(1 —p)

—p| <0

< 2-exp(—

3 Fully Secure Signature Scheme

We introduce our efficient Randomized Full Domain
Hash Signature scheme with adaptively secure proof.
We show how to construct it in the standard model
and how to prove that our scheme is secure.

3.1 Syntax

The syntax consists of three PPT algorithm, [Setup,
Sign, Verify]. Each of them satisfies following settings:

e Setup(1?) : The setup algorithm computes N =
pq where p and ¢ is prime ¢(N) = (p—1)(¢ — 1)
and chooses prime e where |e] = O(X) and d such
that d x e = 1 (mod ¢(N)). It creates an ob-
fuscation of the program Full Domain Hash in
Figure 1. The program acts as a random oracle
type hash function. We refer to the program as

0 0 (1 1 w
H(m,rif, -~-a7’é,e)v7"§,1)v ...,7‘22, 50 sy = {0, 1}v,



The setup algorithm sets H, N and e as a verifi-
cation key, vk, and d and the parameters in Full
Domain Hash in Figure 1 as a signing key, sk.

e Sign(sk, m € M) : This algorithm chooses ran-
dom integers, (rgol),. ,r,EOI??r&),.. T‘E ),8(0)78(1)) €
Zn and computes

o= H(m, T§01)7” T§0€)7 512,.. rglé),s(o) 504 mod

N. Tt outputs (o, r%?%,. ,réop),rﬁ,. " élp), ©) 51,

e Verify(vk, m, T§?1),. ,Téoe), 91)7.. rélz), ) ()

o) : This checks

c¢ = H(m, 7"501),. ,réoe), ﬁ,.. rég 59 s(M) mod
N. If the condition is true, outputs 1, otherwise
0.

We use two hash functions which have following con-
struction. Note that when we use them, they are con-
tained in an indistinguishability obfuscator.

After this, we omit an expression of security param-
eter, \.

4 N
Full Domain Hash

Constants: Collision resistance hash functions

hi + {0,1}* — {0,1}¢ (i = 1,...,¢), PRF F key

K, PRF Fy keys K11, ..., K¢ ¢ and random values

Vlyeeey Vg el Zy.

Inputs: m € M, rg?l),...,ré?é),rgl), T ;12 € Zy and

s s e zZy.

1. Let Fo(K;k;) : Zy — {0,1} and F(K;-) :

{0,1}* = {0,1}", where n = t/, Fy and F
be pseudorandom functions.

b = hi(m) ® (Fo(Kiu;m ), ooy Fo(Ki i)
1<i<t
0 0 0 0
3. (9,0 = P (610, b80))

4. Repeat 2. and 3. for r; k) and compute
Ly @ <i k<o)

5. Compute a; = s(0 x CEO) + s x 01('1) (1<
i <¥).

6. Output v X v5? X ... x v;* mod N

- J

Figure 1: Full Domain Hash

Full Domain Hash*

Constants: Collision resistance hash functions
hi = {0,1}* — {0,1} (i = 1,..,€), punc-
tured PRF F key Kg, punctured PRF F{ keys
U
Ki1,8 45 Kees,,, random values vy, ...,v¢ <—
Zy, R”,...RY RV . RM & (0,1}, 5 =
0 0 1 1 0 1 U
(R, RY RV, L RVY, Q). 5Q0 . &
0 0 1
Zy, Si,k = {QE7}37j,o7Q57127j71,QEJEJ@vQEJ&jJ | 1<
j < ¢, where F(IK;RY) = F(KS-R§.”))
(’y S {071}) and FO( zkal kg, g) =
Fo(Kik,5,03 Q00 55) (5= 1,00,0) (3,8 € {0,1}).
Inputs: m € M, rﬁ, T éoe), g f, réle) € Zy and
s s e zZy.
1. Let Fo(Kiks,,;-) : Zny — {0,1} and
F(Ks;-) : {0,1}* — {0,1}", where n = ¢/,
Fy and F be punctured pseudorandom func-
tions.

bEO) = hl(m) D (FO(KZ 1 Si,l;rz(,ol))’ ceey
Fo(Kis,,57i9)) (1< <)
0 0 0 0
3. (9,0 = FKs; (617, b7))

4. Repeat 2. and 3. for r, k) and compute
.y (1 <i k<o),

5. Compute a; = s(0 x 01(0) + s x Cl('l) (1<
i <Y¥).

6. Output v{* X v§? X ... X v;* mod N

~

Figure 2: Full Domain Hash*!

L Precisely, #S; x = Mg, i.e. S;x ={Qike|0=1,...,Aq}



4 N
Full Domain Hash**

Constants: Collision resistance hash functions
hi = {0,1}* — {0,1} (i = 1,..,¢), punc-
tured PRF F key Kg, punctured PRF F{ keys
Ky¢yes,,, random values vy, ..., vy &
7y, X0  xO x® xW & {01y,
RO RV RM _RY & {01}, § =
0 0 1 1 0
R, Ré),RP,.. RMVY, Q)5 Q0 &
ZN? Zk?_{szJO’ zk]l’sz]O’Qi,lc),j,1|1§
j < q}, where X\ = F(Kg; R (v € {0,1})
and B = Fo(Kins, . Q\0 . 5) (G=1,..0) (1.8 €

{0,1}).
Inputs: m € M, rg?l),...,r,g?}r&),...,ré}g) € Zy and

s s e zZy.

K1,1,51’17 eeey

1. Let FO(Ki,k,S,-,p ) ZN — {07 1} and
F(Kg;-) : {0,1}* — {0,1}", where n = ¢/,
Fy and F' be punctured pseudorandom func-
tions.

bgO) = hz(m) 2] (FO(KZ',LSz‘ 1,’/”501))
Fo(Kies,m7)) (1 <z<l>

3.V, ) = P(Kg: (07, 5())

a )

4. Repeat 2. and 3. for T

(cgl)7 ...,cgl)) (1< k< f).

and compute

5. Compute a; = s x CEO) + s x Cq(:l) (1<
i <¥).

6. Output v X v5? X ... X v;* mod N

Figure 3: Full Domain Hash**?

3.2 Proof of Security

Our purpose in this section is that we prove the above
signature scheme is secure. Previously in the random
oracle model, we can refer to the hash oracle about
queries which are sent from the adversary. We must
replace a random oracle with an actual hash function
in the standard model, so we cannot use the property
above. Because of that reason, the full domain hash
signature scheme in [HSW14] uses punctured pseudo-
random functions (PRF), ¢0, and admissible hash func-
tions in a proof for an adaptive attack. Though the
scheme in [HSW14] has low efficiency of reduction, we
achieve optimal efficiency in the proposed scheme.

Precisely,  Fo(Kik,s; .3 Qik,0) I8
from {0,1}. We set Qik,j,8 = Qirke such that
FO(Ki,k,S,;ﬁk;Qi,k,e) = B for @ = 1,... and 7 = 1,...,q.
#{Qik0 | Fo(Kik,s, ;3 Qigke) =B} = 2¢ for g = {0,1}
with overwhelming probability in A (by Chernoff bound).

2 uniformly  selected

Theorem 3.1. If our obfuscation scheme is indistin-
guishably secure, punctured PRFs F and Fy are secure
and the RSA assumption holds, our signature scheme is
existentially unforgeable against adaptively chosen mes-
sage attack (EUF-CMA).

We describe a game sequence proof where the first
hybrid is corresponding to the original signature secu-
rity game. In this game in our scheme, the challenger
runs setup algorithm and some value is set. The ad-
versary receives vk and a hidden hash function from
the 40. The adversary adaptively sends m; to a sign-
ing oracle and gets its signature, o; and a random-

ness (7’50%,. ,réoé), 511),.. 7’21) 50 sM). In the chal-
lenge phase, the adversary sends (m o*) with a ran-
domness (7“§1) e §02*7 512*,. ., ((,12* 50 s(1*) such

that m* # m; (j = 1,. ,q) to the Challenger.

Previously in [HSVVM]7 they used a partitioning tech-
nique to isolate a query space from a challenge space.
A query space is that a signing oracle can return a
correct signature. A partitioning technique was used
to give a reduction the ceiling of a probability in a
previous work. For example, an admissible hash func-
tion is used in [HSW14]. It devides a query space and
a challenge space from a message space and a query
space is larger than a challenge space. When an adver-
sary queries messages randomly, they are in a challenge
space barely in non-negligible probability. However in
our scheme, we do not use the partitioning technique,
that is, a query space is equivalent to a message space,
{0,1}™. Hence, we can embedded an RSA challenge
problem into our scheme optimally for the security re-
duction.

For the solution to do that, we add a random value
to the input of a hash function (i.e.
H(m, r%of,. . ég,rglf, ey T (1) 59, s(MY such that

rz(o) ( ) ,80 s s random integers in Zy.). There-
fore a 51gn1ng oracle can control the output of a hash
function.

In the last game, we prove that we can construct an
adversary that breaks the RSA assumption by using

that breaks our signature scheme.

e Hybg : In the first hybrid, following EUF-CMA
game is played.

1. The challenger runs the setup algorithm. It
chooses e as a random chosen prime between
1 and ¢(N) such that ged(¢p(N),e) =1 and
lel = O(A).

2. The attacker receives the verification key.

3. H is created as an obfuscated program of
Full Domain Hash in Figure 1.

4. The attacker queries the signing oracle at
most ¢ times on messages my, ..., m,. In the
j-th query, the challenger receives m; and
chooses 7“:([?1),. ,T§0£)7 511)7.. rél) s s
formly. It computes

(1) yni-

0) (1) (1)

_ (0)
oj 7H(mj,r11,. STpgs T s

ol 59 5104 mod



(] Hybl :
for 3..

N. The attacker receives
(Jj,rg?l), o réoe), rﬂ, ...,rélt,), 50 5Dy,
The adversary sends

(0)* (1)*

0)x* 1)*
(m*,o*,r ,...,rée) ,riy% s Thg , 50 5(1)%)
as a challenge to the challenger. If
Verify(m*,a*,r§?1)*, ...,ré?z)*,rﬂ*, ...,ré}g*,

50, 8(1)> outputs 1, the adversary wins, oth-
erwise it loses.

This game is equivalent to Hybg except
We use an obfuscated program of Full

Domain Hash* in Figure 2 instead of that of Full
Domain Hash in Figure 1.

e Hybs : This game is equivalent to Hyb; except for
3.. We use an obfuscated program of Full Domain
Hash** in Figure 3 instead of that of Full Domain
Hash* in Figure 2.

e Hybs : The last game has following process.

1.

The challenger runs the setup algorithm. It
chooses e as a random chosen prime between
1 and ¢(N) such that ged(¢(V),e) = 1 and
e[ = O().

The attacker receives the verification key.
Set punctured PRF F(Kg; RE—V)) and

FO(Ki,k,Si,sz(‘jQ,j,ﬂ) (v € {0,1}) to the same
ones in Figure 3.

Compute (v1,...,vy) with the following pro-
cess. (v1,...,v¢) are integers used in the hash
function.

— Each («q, ..., ay) is chosen as a random

integer in {0, 1}?IV! such that ged (e, o) =

1.
— ¢ is chosen as a random integer.
— Compute v1 = g** mod N, vy = ¢g*2 mod
N, ..., vp =g mod N.
H is created as an obfuscated program of

Full Domain Hash** in Figure 3 by using

values specified 3. and 4..

The attacker queries the signing oracle at

most ¢ times on messages mq,...,my. In

the j-th query, the challenger receives m;.
0 0 0 1 1 1

RY = 0, .., b)) and RV = (61", ..., b{").

— Choose each rg_ok) = ngk)jo or rgok) =

Qg?k),j,l such that (FO(KZ-,LSM;rg?l)),...,
Fo(Kie,s, .5 7’1(704))) =" @ hy(m).

— Choose each rz(lk) with the same way for

(1)
Qi,k,y,ﬂ

(c?l);, c%?;) = F(Kg; (bifi} b%(l);)) and
(VD) = P (001, b)),

— Randomly select s(©,s() ¢ Zy such
that e | S(O)Zaicgo) + s(l)Zaicgl).

— Computes
o = g el +sOTaic(") /e od N,

— The attacker receives

0 0) (1 1
(oj,ril),...,rég),ril),...,rée),s(o),s(l)).
7. The adversary sends
* * 0)x* 0)x* 1)* 1)* * «
(m*, o ,7’57% ,...,réé) ,rg,% ,...,7‘22 , (0% (1))

as a challenge to the challenger. If
Verify(m*,o*,rﬂ*,...,réf?irﬂi...77"212)*,
s(o)*7s(1)*) outputs 1, the adversary wins,

otherwise it loses.

When the following three lemma is proved, Theo-
rem3.1 is proved.

Lemma 3.1. If an indistinguishability obfuscator is
secure, the advantage of the adversary in Hybg is close
to that in Hyb;.

Proof. For the proof of this lemma, we give a reduction
to an indistinguishability obfuscator. We begin with
considering two algorithms Samp and D.

Samp(1*) behaves as following. Samp runs Setup,
gets (vk, sk) and sets 7 = (vk,sk). Finally, Samp
creates (7 as Full Domain Hash in Figure 1 and Co
as Full Domain Hash* in Figure 2. If the size of Cy
is larger than that of Cy, C5 is padded in order to
be a same size as C; and vice versa. Because of the
functionality preserved property of punctured PRF and
the construction of our hash functions, C'; and Cs is
identical on every inputs.

D receives 7 and iO(Cy) or iO(Cs), the obfusca-
tion of C; or Cs as inputs. D invokes the adversary
in Hybg/Hyb;. D plays the role of the challenger in
Hybg or Hyb; by using iO(C}) or iO(Cs). Finally, the
adversary sends a forgery signature and wins if it is
validly verified. If the attacker wins, D outputs 1. If
D receives iO(C1), the probability that D outputs 1
is exactly same as the one that the adversary wins in
Hybg. Similarly, if D receives i{O(C3), the probabil-
ity D outputs 1 is same as that the adversary wins in
Hybl

Therefore, if the difference of the adversary’s advan-
tage of Hybg and Hyb; is non-negligible, D can distin-
guish iO(C1) from ¢O(C3) in non-negligible probability.
Thus, this lemma follows.

O

Lemma 3.2. If the punctured pseudorandom functions
F and Fy are secure, the advantage of the adversary in
Hyby is close to that in Hybs.

Proof. We prove this lemma by giving a reduction to
the pseudorandomness property at punctured points
for punctured PRFs. We consider A, the adversary of
a punctured PRF.

A takes as an input F(Kg;-) with F(K;-) values for
S or F(Kg;-) with random values for S. A creates
an obfuscated program H of Figure 2/Figure 3 by us-
ing the given punctured PRF. A runs Hyb, /Hyb, with
the adversary by using H. If the adversary receives



F(Kg;-) with F(K;-) values for S, this game is exact
same as Hyb;. If the adversary receives F(Kg;-) with
random values for S, this game is exact same as Hybs.
We do the same procedure for punctured PRF Fj in
the hybrid argument.
Hence, this lemma follows.
O

Lemma 3.3. The advantage of the adversary in Hybo
is close to that in Hybs.

Proof. Firstly, we prove that the distribution of v; €
Zy (1 < i <) in Hyby is statistically close to that
in Hybs. Random variable v; in Hybs is uniformly
distributed in Z3. In contrast, v; in Hybs is com-
puted by using «; such that ged(e, ;) = 1. Namely,
when we compute v; = ¢% ™4 (V) we exclude a;
such that a; = (o; mod ¢(N)) + E;¢(N) =0 (mod e).
We choose F; uniformly. In order to satisfy «; # 0
(mod e), «; mod ¢(N) is chosen as «; mod ¢(N) #
—FE;¢(N) (mod e). E;¢(N)mod e, that is the con-
strained condition of «; mod ¢(N), is (almost) uni-
formly distributed, because ged(e, ¢(N)) = 1. Hence,
a; mod ¢(N) is (almost) uniformly distributed. Since
v; is determined by «; mod ¢(N), the distribution of v;
in Hybs is statistically close to that in Hybs.
Secondly, we consider s(9) and s(!) when the adver-
sary sends j-th query in the hybrid game. The ad-
versary can get gzo‘icgm mod ¢(N) and gzaicgl) mod ¢(N),
since the adversary can choose s(9, s(!) as he wants and
if s =1, s =0, the output of the hash function
is gz‘“CEO) mod ¢(N) and the other one can be computed
in the same way. Variables s(®) and s(!) are chosen
randomly in Hyby. Variables s and s() are cho-
sen as e | s(O)Eaicgo) + s(l)Eaicgl) in Hybs. Namely,
s(O)Eaicgo)—i—s(l)Eaicgl) =0 (mod e). If the challenger
chooses s(® randomly, s(*) should satisfy the following
relation with s(%): s(l)Eaicgl) = S(O)Zaicgo) (mod e).
That is, s0)(2(c; mod ¢(N))cl) + SE;p(N)clV) =
sO(%(a; mod p(N))c\ P+ E;¢(N)c!™) (mod e). The
values of {cgo)} and {cl(-l)} are unknown to the ad-
versary and uniformly distributed, because they are
the output of the punctured PRF at punctured points.
The adversary, however, can get partial information on

{cEO)} and {cgl)}, gz:aicgm mod ¢(N) o114 gzaicgu mod ¢(N)

Then the values of {CEO)} and {cgl)} still have the free-
dom of randomness of (2¢ — 2) variables. In addition,
the value of E; is unknown to the adversary and dis-
tributed in a large space (|E;| ~ 2|N|). Therefore, s(!)
is uniformly and independently distributed from s().
Hence, the distribution of s(© and s(*) in Hyby and

those of Hybs is equivalent.

Thus, this lemma follows.
O

Lemma 3.4. If the RSA assumption holds, the advan-
tage of an PPT adversary in Hybs is negligible.

Proof. For this proof, we begin consider two probabilis-
tic polynomial-time algorithms A and B. Let B be the

adversary for the RSA assumption, and A be that for
our signature scheme. B uses A in itself to break the
RSA assumption. B receives as input an RSA challenge
(N,e,y) where N = pq such that p and ¢ are prime,
prime® e € [1,¢(N)] such that ¢(N) = (p — 1)(¢ — 1)
and ged (p(N),e) =1, and y € Z}.

B plays a role of the challenger in Hybs such that
g = y with the adversary A.

We assume that the adversary A4 outputs a valid sig-

(0) (0)x  (1)* (M= (0 1
nature (m*, 0%, 71 1", Tp g T4 5 Tpg , 50 (1)),

B can compute CEO)*, 051)* and s(o)*Eaicgo)*Jrs(l)*Zaicz(»l)*.
B checks whether e { 5(0)*Eaic§0)* + 5(1)*2%651)*. If
et 5(0)*Eaic§0)* + s(l)*Eaicgl)*, B breaks the RSA as-
sumption. We consider its probability.

There are two cases, where in case (1), {cl(-o)*} and

{cgl)*} are the output of punctured PRF F at punc-
tured points and otherwise in case (2). We now show
that case (1) occurs in negligible probability. For each
collision resistance hash function h; (1 < i <), there
is difference, at least 1bit, between h;(m*) and h;(m;)
and we assume that it is in k-th bit. Since the punc-
tured points of punctured PRF Fj is uniformly dis-
tributed in Zy and the distribution of its output at
punctured points is also uniform, the probability that

the adversary chooses rg’ok) such that (Fo(Ki s, ,; rl(ok)) =

[bi}io) @ [hi(m*)]), is 5. Hence, the adversary can get
the output of punctured PRF F' at punctured points
in negligible probability, at most 2%,

Then, we show that e | s0*Sa;c?* 4+ s(*Sa;clD*
with negligible probability in case (2). The point here
is that the adversary has no idea of F; such that «; =
a; mod ¢(N)) + E;¢(N). The exponent of the out-
put of the hash function is s(0*(¥(a; mod ¢(N))c§0) +
SE(N)e”)+s0 (£(a; mod ¢(N))elV 4+ E¢(N)elM).
Random value E; is uniformly distributed in space of
which the size similarly equals to 2|N|. Hence, the
probability that e | 5(0)*Eaic§0)* +5(1)*Eo¢icz(.1)* is close
to 1, because gcd(¢(N),e) = 1. Since the size of
e is O(\), the adversary can send a forged signature
with negligible probability such that e | 3(0)*Eaic§0)* +
s(l)*Eaicgl)*. Hence, gcd(e,8(0)*Eaicgo)*ﬁ-s(l)*Eaicgl)*) =
1 with overwhelming probability.

Let A be s©*Sa;cl”* + sM*La,cM*. Note that
ged(e, A) = 1.

(0)* (0 (1) (D)xy1
ot = y(s Saie; 45 Bage; ) 2

I
8 <

where x = yé mod N.
Since ged(e, A) = 1, we can compute 7, ¢ such that

Avy+ed=1

3 We assume that e is a prime for simplicity of description, but
it is easy to relax the primarity.



with the extended euclidean algorithm.

o xy’ = (@) x (29)
z (mod N)

B can compute z = y% mod N, which is the answer for
the RSA challenge. This contradicts the RSA assump-
tion.

This lemma follows.

3.3 Assessment of efficiency

The challenger can return valid signatures for all
signing queries in Hybs with the probability 1. The
probability that case (1) occurs is at most 57 and that
case (2) is L (e =O(N)).

Let € be a negligible value. Advzyji“ denotes the
advantage of an adversary for Hybo Hybg is an EUF-
CMA game. Since Lemma 3.1.,

which equals to AdvE “, satisfies following relation
with the advantage of an adversary for the RSA as-

sumption (Advioy = Adv Hyba)

AvETT™MA = Adve
= Adv gyjl + Adviz?A +e
= AdVHyb1 e (.10 is secure)

= Advi'? + AdvELF + €
= AdeVb2 +¢ (.- PPRF is secure)

= Advgyﬁ3 +€

1
< Adv %S;H—Jr +e

2¢
= Advgsj‘ +e
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A Strongly Existentially Unforgeable
(sEUF)

In addition to the condition of EUF-CMA, even if an
adversary make a forged signature by using the same
message sent to a signing oracle, the forged signature
is also a valid forgery in sEUF.

B Improved version of our Randomized
Full Domain Hash Signature

In this paper, our proposed scheme (Randomized
Full Domain Hash Signature) is only unforgeable (not
strongly unforgeable). We can make sure of that with
a following example. We assume that in j-th query,
there is a valid signature of

0 0 (1 1
(7) ey ré 2,7‘%11), ...,7‘22, s(o), 8(1)))

)

for m; and an adversary chooses the values
(r 501),.. réo{), 511), (12,25(0),25(1)) as
0)x* 0)x* 1) 1)*
(0 P02
In i-th value (i = 1, ..., {),

50 s(*) for a forgery.

ar = sO*x cgo)* + s cgl)*
= 250 x © + 25 x W
= 2(s9 x Cgo) + s x cgl))
= 2a’ia

since PRFs Fy and F' are deterministic.

A forgery o* satisfies following relation with a j-th
valid signature o responded for m;:

*

o (0" x v§2 %, ..., xv§* mod N)*
(VP X V3%, ..., X0 mod N)?

xvi* mod N)??

= (alxv Xy
o?

mod N

Hence, an adversary can make a valid forgery,

(Mg, 0%, (1 e 7 e 2510, 2500)),
for the same message, m;, queried to a signing oracle.
We can, however, make an improved signature scheme
under sEUF-CMA secure with simple changes from our

randomized full domain hash signature scheme under
EUF-CMA.

B.1 Syntax

The syntax consists of three PPT algorithm, [Setup,
Sign, Verify]. Each of them satisfies following settings:

e Setup(1?) : The setup algorithm computes N =
pq where p and ¢ is prime ¢(N) = (p—1)(¢ — 1)
and chooses prime e where |e| = O()\) and d such
that d x e = 1 (mod ¢(N)). It creates an ob-
fuscation of the program Full Domain Hash in
Figure 1. The program acts as a random oracle

type hash function. We refer to the program as
H(m, 7”%027 . réoe)ﬂ“gll), ...,7‘571@)78(0),8(1)) —{0,1}>.

The setup algorithm sets H, N and e as a verifi-
cation key, vk, and d and the parameters in Full
Domain Hash in Figure 1 as a signing key, sk.

e Sign(sk, m € M) : This algorithm chooses ran-

dom integers, (7"5%)7. . ;02), ri %, - ré}g, 50 s(1))

Zn and computes
(0) ) (1) (1 .2 (2)

UzH(mrll,.. TogsTis
0 0 (1 1) (2 2
N. Itoutputs(o,rﬂ,. " ég,r§1)7. " 52» 51)7 ré}
e Verify(vk, m, T§?1),.. Téoe), §11)7...7r§}27r§?2 rﬁ),s(l),

o) : This checks

O O 00 0@ 1) g

o= H(m, P15 T T, e T115 9 T0 0
N. If the condition is true, outputs 1, otherwise
0.

We use two hash functions which have following con-
struction. Note that when we use them, they are con-
tained in an indistinguishability obfuscator.

After this, we omit an expression of security param-
eter, \.

e N
Full Domain Hash

Constants: Collision resistance hash functions
hi : {0,1}* — {0,1}¢ (i = 1,...,¢), PRF F key
K, PRF Fy keys K 1,..., K¢ and random values
Vlyeeey Vg & Zy.

(0 .(1) 1 .(2)

Inputs m € M, 7’11,..., Ty s T1dses TogsT1 10

réﬁz) € Zy and s € Zy.

1. Let Fo(K; ;) : Zn — {0,1} and F(K;-) :
{0,1}* — {0,1}", where n = t/, Fy and F
be pseudorandom functions.

2.
b = hi(m) @ (Fo(Ki ;i Y), oy Fo(Ki 7))
1<i<¢
0 0 0 0
3. (9,0 = P (610 b80))
4. Repeat 2. and 3. for r(l) and compute

",y (1< k<0).

5. Repeat 2. and 3. for rl(2k) and compute s(©)
(1<ik<0).

Z(-O) + s x cz(.l) (1<

6. Compute a; = s© x ¢
i<?).

7. Output vy x v5? X ... x v;* mod N

Figure 4: Full Domain Hash

1
STe g T ds s Te s S 504 mod



Full Domain Hash*

\./
—

Constants: Collision resistance hash functions
hi {0,1}* — {0,1}* (i = 1,...,£), punc-
tured PRF F key Kg, punctured PRF F{ keys
U
Ki1,8 15 Kees,,, random values vy, ...,vp <—
7y, RO, RO RY RV R® P U
{0,1}¢, 5 7{R<°) RO RV RV RP R
0 1 2 U
Q;k)]ﬁvQEk)jﬁ7Q£k)]ﬁ — ZN» Szk =
{Q k,j, O’Qz NN I’Qz NN O’Qz k,],l’Qz k,j, O’Qz ,k,j,1 |
1< j < g} where F(K:R) = F(Kg:R")
(v € {0,1,2}) and FRo(KinQU),5) =
Fo(Kins, Q0.5 (G = 1..q (v €
{0,1,2}, 8 € {0,1}).
Inputs: m € M, ri?}, o ré?e),rﬂ, éle), ﬂ,
rﬁ) € Zy and s € Zy.
1. Let FO(Ki,k,Si7k§') IZn — {071} and
F(Kg;-) : {0,1} — {0,1}", where n = t,
Fy and F' be punctured pseudorandom func-
tions.
2.
0" = hi(m) @ (Fo(Kiv,s,,57(0): -
Fo(Kies,57i9)) (1 <z<z>
0 0 0 0
3. (9,0 = P(Ks; (617, 7))
4. Repeat 2. and 3. for rl(lk) and compute
(Ve (1< k<)
5. Repeat 2. and 3. for 7"52,3 and compute s(*)
(1<i, k<.
6. Compute a; = s(© x cgo) + s x cgl) (1<
i< /).
7. Output vy X vy? X ... x v;* mod N
/

Figure 5: Full Domain Hash*

10

Full Domain Hash**

Constants: Collision resistance hash functions
h; {0,1}* — {0,1}* (i = 1,..,£), punc-
tured PRF F key Kg, punctured PRF F{ keys
Kyyes,,, random values vy, ..., vy <£

" 0 0 1 1 2 2) U
7%, X| >,...,Xg )oxWx x® x®» 2
0,13, R R rM . R RP _ RPE

2 0 0 1 1 2

{0 1}f S {R” RO RY, . RM RP, ..
& zy, Sik

CORPNCY RN
i,k,j,1 Qi7k7j,0’ Ql}kd}l |

1 < j < gq}, where X(’Y) (KS,R(W)

(v € {07172}> and B = (KlkS k7szJﬁ)
(J=1,..,9 (ve {07 72}766 {0 1})

Inputs: m € M, 7’5?1), ey T’EO@), ﬁlf’

rﬁ) € Zy and sV € Zy.

1. Let FO(Kitk,Si,m ) Zny — {07 ].} and
F(Ks;-) : {0,1}* — {0,1}", where n = t/,
Fy and F be punctured pseudorandom func-
tions.

Kl,l,Sl,l PREES)

szjﬁ’szJﬁ’szjﬁ

0 (1)
{szgpv Qi k10 @ik j0°

1) (2
e

b0 = hi(m) & (Fo(Ki1,5.,,79), -

Fo(Kizs,.m9) (1 <z<z>

3. (4. s (0. b(7))

¢« )

A0 = F(K
Repeat 2. and 3.
(M é%(lg@kg@.

e

for 7, and compute

5. Repeat 2. and 3. for 7“2(2,3 and compute s(*)

(1<ik<0).

Compute a; = 50 x cl(-o) + s(M) x CZ(-I) (1<
i </).
mod N

Output v]* x v5* X ... X vy*

t
—

/

Figure 6: Full Domain Hash**

B.2 Proof of Security

EUF-CMA o /iR EFU & 9 ICEEHZT I, Hri#E
) ETAERBOMET., SEUFDF v 7 Z2fFfoTWw»

5LTAHTH S,

Theorem B.1. If our obfuscation scheme is indistin-
guishably secure, punctured PRFs F and Fy are secure
and the RSA assumption holds, our signature scheme
is strongly existentially unforgeable against adaptively

chosen message attack (sEUF-CMA).

e Hybg : In the first hybrid, following EUF-CMA
game is played.



° Hyb1 :

o Hybg

[] Hyb3 :

1. The challenger runs the setup algorithm. It
chooses e as a random chosen prime between
1 and ¢(N) such that ged(¢(IV),e) = 1 and
e[ = O().

2. The attacker receives the verification key.

3. H is created as an obfuscated program of
Full Domain Hash in Figure 1.

4. The attacker queries the signing oracle at
most ¢ times on messages my, ..., m,. In the

j-th query, the challenger receives m; and

0 0) (1 1) (2
choosesrg)l),.. Ttge),r§ 1)7. ., é} g %,.. réz),
uniformly. It computes

0 0 (1
oj = H(mj,rg i,.. réé), 51),
N. The attacker receives
G Ry N S v A
5. The adversary sends

0)= 0)= * 2)x
TR o
as a challenge to the challenger. If

Verify(m*, o* rﬁ*,- 77"83)*7 ﬂ*v'

oTed s
521)*,. . gé) ,s(l)) outputs 1, the adversary

wins, otherwise it loses.

(1 (2

5T 07115

2
ey

(1)

This game is equivalent to Hybg except
for 3.. We use an obfuscated program of Full
Domain Hash* in Figure 2 instead of that of Full
Domain Hash in Figure 1.

This game is equivalent to Hyb; except for
3.. We use an obfuscated program of Full Domain
Hash** in Figure 3 instead of that of Full Domain
Hash* in Figure 2.

The last game has following process.

1. The challenger runs the setup algorithm. It
chooses e as a random chosen prime between
1 and ¢(N) such that ged(¢(NV),e) = 1 and
e = O(A).

2. The attacker receives the verification key.
3. Set punctured PRF F(Ks; R;-V)) and

Fo(Ki ks, ,UQz %.4.) (v €{0,1}) to the same
ones in Figure 3.

4. Compute (vy,...,v¢) with the following pro-

cess. (v1,...,v¢) are integers used in the hash
function.
— Each (ay, ..., ay) is chosen as a random

s

(2)
2 Te0>

(1))_

2)x
o

integer in {0, 1}3I¥1 such that ged(e, o) =

1.
— g is chosen as a random integer.

— Compute v1 = g** mod N, vy = ¢g“2 mod

N, ..., vp= g% mod N.

5. H is created as an obfuscated program of
Full Domain Hash** in Figure 3 by using
values specified 3. and 4..

6. The attacker queries the signing oracle at
most ¢ times on messages mq,...,my. In

11

the j-th query, the challenger receives m;.

RO = 00, R = (0
and R = (bg2 Lo D).
0 0
— Choose each r( ) Q””O or rl(k) =

ngjl such that (Fo(Ki1,5, 15 2(01))’“.,
FO(KZZS7,£7 12)) b(O @h( )

Choose each 7‘5, k) with the same way for

)
Qi,k,jﬁ'
- Choose each 7“1(2,3 with the same way for
s mod Ql kg8
mo 0 0 0 0 1
= (@7’ = (K (0], ), (e,
F(Ks; (01", ...,b")) and s© =
— Randomly select s(Y) € Zy such that
,s(D%) e S(O)Zaicgo) + s(l)Zaicgl).
— Computes
oj = 9(8(0)Z“icio)“‘s(l)zaicgl))/e mod N.
— The attacker receives
(9,0, a1 e i 50 510).
7. The adversary sends
0)x* 0)x* 1)* 1)* 2)*
O A A Ay S e
rﬁ)*, 8(1)*) as a challenge to the challenger.
IfVerlfy(m o* rgol)*,. ,réoz)*, 511)*, . 512*,
rfl)*7 ...mfe)*, 50 s(*) outputs 1, the ad-

versary wins, otherwise it loses.

When the following three lemma is proved, Theo-
rem3.1 is proved.

Lemma B.1. If an indistinguishability obfuscator is
secure, the advantage of the adversary in Hybg is close
to that in Hyb;.

Proof. This proof is the same as that in section 3. [

Lemma B.2. If the punctured pseudorandom func-
tions F' and Fy are secure, the advantage of the ad-
versary in Hyby is close to that in Hyb,.

Proof. This proof is the same as that in section 3. [

Lemma B.3. The advantage of the adversary in Hybs
is close to that in Hybs.

Proof. Firstly, we prove that the distribution of v; €
Zy (1 < i <) in Hyby is statistically close to that
in Hybs. Random variable v; in Hybs is uniformly
distributed in Z3. In contrast, v; in Hybs is com-
puted by using «; such that ged(e, ;) = 1. Namely,
when we compute v; = g% ™04 ¢(N) " we exclude o
such that «; = (a; mod ¢(N)) 4+ E;¢(N) =0 (mod e).
We choose E; uniformly. In order to satisfy a; # 0
(mod e), a; mod ¢(N) is chosen as «; mod ¢(N) #
—E;¢(N) (mod e). F;¢p(N)mod e, that is the con-
strained condition of «; mod ¢(N), is (almost) uni-
formly distributed, because ged(e, ¢(N)) = 1. Hence,
a; mod ¢(N) is (almost) uniformly distributed. Since

F(Ks; (b ), ...,bf))



v; is determined by «; mod ¢(N), the distribution of v;
in Hybs is statistically close to that in Hybs.
Secondly, we consider s(9 and s(!) when the adver-
sary sends j-th query in the hybrid game. A variable
s(1) are chosen randomly in Hybs. On the other hand,
a variable s(1) are chosen as e | s(O)Zaicz(-O) +s(1)2aicgl)

in Hybs. Namely, s Sa;c{” 450 8oV =0 (mod e).

We recall that a variable s(©) is computed as a uni-
formly distributed value. Then, a variable s(!) should

satisfy the following relation with s(®: s()¥q; c(l)
S(O)EOJZCZ(- ) (mod e). That is, sV (2 (e; mod ¢(N))c;
SE;¢(N)et) = s (S(a; mod (N))elV +SE ()
(mod e). The values of {CEO)} and {051)} are unknown

to the adversary and uniformly distributed, because
they are the output of the punctured PRF at punctured

points. Though the adversary can get g
since the adversary can choose s() as he wants and if

My
(

)

S(O)Eaicgl) mod qS(N)’

phase as m* to make a forgery, o, that is different from
0;. That is, when an adversary compute bgo), it has to
choose an another randomness, at least 1 variable, and
we assume that variable is r( ) Since the punctured
points of punctured PRF FO 1s uniformly distributed
in Zy and the distribution of its output at punctured
points is also uniform, the probability that the adver-
sary chooses rg?k) such that (Fo (1,5, k,rl(ok)) [bi},(co)e]a
[hi(m*)]i is 3. Hence, the adversary can get the output
of punctured PRF F at punctured points in negligible
probability, at most 2%

Then, we show that e | 5(0)*Zaic§0)* + 5(1)*Zaic£1)*
with negligible probability in case (2). The point here
is that the adversary has no idea of F; such that «; =
a; mod ¢(N)) + E;¢(N). The exponent of the out-
put of the hash function is s(°*(2(a; mod gZ)(N))cEO) +
SEG(N)el”))+51* (3(a; mod ¢(N))e +SEi¢(N)elV).

s(1) = 0, the output of the hash function is ¢* @ 50;¢{” mod (Random value E; is uniformly distributed in space of

the adversary cannot get information about {ci )}, since
59 is a uniformly distributed value. Then the values
of {CEO)} and {cgl)} still have the freedom of random-
ness of 2¢ variables. In addition, the value of FE; is
unknown to the adversary and distributed in a large
space (|E;| =~ 2|N|). Therefore, s is uniformly and
independently distributed from s(®). Hence, the distri-
bution of s(V) in Hybs and those of Hybs is equivalent.
Thus, this lemma follows.
O

Lemma B.4. If the RSA assumption holds, the ad-
vantage of an PPT adversary in Hybs is negligible.

Proof. For this proof, we begin consider two probabilis-
tic polynomial-time algorithms .4 and 5. Let 55 be the
adversary for the RSA assumption, and A be that for
our signature scheme. B uses A in itself to break the
RSA assumption.

B receives as input an RSA challenge (N, e, y) where
N = pq such that p and ¢ are prime, prime* e €
[1, #(N)] such that ¢(N) = (p—1)(¢—1) and ged (p(N
1, and y € Z}.

B plays a role of the challenger in Hybs such that
g = y with the adversary A.

We assume that the adversary A outputs a valid sig-

©x (0 (1)« (x| (2)x

nature (m*, 0%, 71 17 s Tpp 5714 s-esTpg 5711 5o Thg
B can compute C(O) , (1)*, s©* and s(o)*Ea c(o)* +
s(l)*Ealcgl)*. B checks whether e { s(0*Yq, C(O)*
sl If et sO*%q, C(O)* + s(l)*Ea c(l)*, B
breaks the RSA assumptlon We consider its probabil-
ity.

There are two cases, where in case (1), {cgo)*} and
{cl(»l)*} are the outputs of punctured PRF F at punc-
tured points and otherwise in case (2). We now show
that case (1) occurs in negligible probability. In sEUF-
CMA game, an adversary can adopt m; used in a query

4 We assume that e is a prime for simplicity of description, but
it is easy to relax the primarity.

);€)

(D=

7
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which the size similarly equals to 2|N|. Hence, the
probability that e | 5(0)*2%01(- ) —l—s(l)*Ealcgl)* is close
to 1, because ged(¢(N),e) = 1. Since the size of
e is O(\), the adversary can send a forged signature
with negligible probability such that e | s(o)*Eaicgo)* +
5(1)*Eaic§1)*. Hence, gcd(e,5(0)*Eaicgo)*+s(1)*2aic§1)*) =
1 with overwhelming probability.

Let A be s(0*2q, c(o) + 5(1)*2041-051)*. Note that
ged(e, A) = 1.
oF = y( s xq, c(o)*Jrs(l)*Eoz c(l)*)%
1
= yA e
z4  (mod N),

1
where x = ye mod N.
Since ged(e, A) = 1, we can compute 7, ¢ such that

Avy+ed =1

with the extended euclidean algorithm.

:CA) % (xe)é

(mod N)

oY % y5

=z
B can compute x = y% mod N, which is the answer for
s(thie) RSA challenge. This contradlcts the RSA assump-
tion.

This lemma follows.
O



