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Abstract— For e-commerce payments, fair exchange is one of the essential problems. The optimistic
fair exchange protocol allows two parties to efficiently exchange items so that either each party gets
the other’s item or neither does. We propose a new optimistic fair exchange protocol that is efficient
and applicable to any digital signature scheme such as RSA or DSA. In our protocol, we introduce
pre-signature, post-signature and notarized signature by prescribing the form of the digital signatures.
Furthermore, we introduce a parameter that represents the expiration date of the pre-signature to

realize the timely termination of the protocol.
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1 Introduction

Fair exchange is one of the essential problems in
e-commerce. [t allows two parties to either gets the
other’s item or neither does. For example, Alice (cus-
tomer) wants to buy music file Mp from Bob (mer-
chant) in exchange for her digital signature o4 (digital
cash, digital check, etc.) over the Internet. In such
a case, Alice does not want to give her digital signa-
ture until she gets the music file from Bob. On the
other hand, Bob wants Alice’s digital signature before
he passes the music file to Alice. It is difficult, however,
to guarantee simultaneous exchanges over the Internet.

The most simple way to solve this dilemma is to use
a Trusted Third Party (TTP). First, Alice and Bob
send 04 and Mp to TTP respectively. After making
sure of both items, TTP sends Mp to Alice and o4
to Bob. Such fair exchange protocols are quite simple,
but since TTP mediates all transactions, TTP becomes
a bottleneck, and the maintenance cost of TTP is very
high.

To overcome this drawback, the optimistic fair ex-
change protocol was proposed. Since TTP is invoked
only when either party does something wrong in the
exchange protocol, the optimistic fair exchange proto-
col is more efficient than the protocol with online TTP
in which TTP mediates all transactions.

The core primitive of optimistic fair exchange is pre-
signature o’. The pre-signature itself has no intrinsic
value. Only the signer of the pre-signature and TTP
have the power to transform pre-signature ¢’ to signa-
ture 0. The basic exchange protocol is as follows.

Exchange protocol

1. Alice sends her pre-signature o’y to Bob.
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2. Bob verifies 0/, and if valid, sends Mp to Alice.

3. After receiving Mp from Bob, Alice sends Bob
her signature o 4.

4. If Alice doesn’t send o4, then Bob requests TTP
to transform ¢/, into o4.

In this paper, we realize a pre-signature scheme by
prescribing the form of the signatures. To date, many
approaches have been taken to realize the pre-signature
described above. Until Park et al. [14] proposed the
optimistic fair exchange protocol based on two-party
multisignature, most used zero knowledge proofs in the
exchange stage. The zero knowledge proof protocols
have been a highly interactive part of the exchange
protocol. The protocol of [14] does not use any zero
knowledge proofs in the exchange stage, only uses in
the key registration stage and so is needed only once.
However, it was broken by Dodis et al. [7]. They pro-
posed a protocol utilizing the GDH-based multisigna-
ture of Boldyreva [4], but it requires special elliptic
curve groups with a bilinear map. Our optimistic fair
exchange protocol is more simple and efficient than
these previous works, and can use any existing signa-
ture scheme such as RSA or DSA. Furthermore, we
realize the timely termination of the protocol by intro-
ducing a parameter that represents the expiration date
of the pre-signature.

2 Related work

Fair exchange protocols can be put into three cate-
gories: (I) gradual secret exchange protocols, (II) fair
exchange protocols with online TTP, (III) fair exchange
protocols with offline TTP (or optimistic fair exchange
protocols).

2.1 Gradual secret exchange protocol

In gradual secret exchange protocols [8, 13], it is as-
sumed that Alice and Bob have secrets a and b respec-
tively, both of which are n bits long. The protocol is



as follows. First, Alice and Bob exchange f(a) and
g(b), where f(-) and ¢(-) are one-way functions so that
Alice can’t get b from ¢(b) and Bob can’t get a from
f(a). Next, Alice and Bob exchange their secrets bit by
bit so that finally each gets the other’s secret. These
protocols do not need TTP, but are impractical be-
cause they are highly interactive and assume that both
parties have equal computational power for calculating
the other’s remaining secret at any stage of the proto-
col. Considering B2C e-commerce, merchants (software
vender, online music download store, etc.) often have
much more computational power than customers who
usually have only one or two personal computers.

Gradual secret exchange protocols exchange two se-
crets a and b, both n bits long, so if Alice and Bob
want to exchange their signatures, Alice adds M4 a
declaration statement that the document is valid only
if Bob can show her secret a and Bob does the same.
However, to exchange the digital data and the digital
signatures (in our case), Bob encrypts Mp by his en-
cryption key K and sets K as his secret b. But it is
difficult for Alice to verify whether Mp is genuine or
not before she decrypts and opens the file.

2.2 Fair exchange with online TTP

Fair exchange protocols with online TTP are rel-
atively simple. These protocols use non-repudiation
techniques [15] to capture fairness. ISO has standard-
ized the non-repudiation techniques [9, 10, 11]. There
are some drawbacks. TTP maintenance cost is expen-
sive and TTP can become a bottleneck. So we may face
the problem of scalability to use fair exchange protocols
with online TTP.

2.3 Fair exchange with offline TTP

The optimistic fair exchange protocols can be put
into three subcategories by their primitives used to re-
alize fairness: (i) verifiable escrow [1], (ii) verifiably
encrypted signature [2, 3|, (iii) two-signature [7, 14].

Verifiable escrow Asokan et al. [1] proposed an op-
timistic fair exchange protocol that uses verifiable es-
crow. To use TTP as an escrow service, a signer en-
crypts his/her signature under the public key of TTP.
Verifiable escrow is an encryption scheme with an at-
tached decryption policy that represents the conditions
under which the encryption will be decrypted by TTP.
First, the signer reduces his/her signature to a certain
homomorphic pre-image of the signature. The signer
then verifiably escrows the homomorphic pre-image us-
ing a cut-and-choose interactive zero-knowledge proof.
This scheme is applicable to any signature as long as
the signature scheme can be reduced to a certain homo-
morphic pre-image of the signature. They introduced
homomorphic pre-signatures of RSA, DSA, Schnorr,
Fiat-Shamir signatures and so on. The drawback of
this protocol is that it uses cut-and-choose techniques
and so it is highly interactive and needs a high amount
of computation.

Verifiably encrypted signature Bao et al. [3] pro-
posed a fair exchange protocol with offline TTP that

uses a new primitive Certificate of Encrypted Message
Being a Signature (CEMBS). In this protocol, parties
sign their messages (such as a contract) and encrypt
their signatures. CEMBS is used to convince parties
that an encrypted signature is a certain party’s sig-
nature on a message without revealing the signature
itself. To realize this property, CEMBS uses proof-of-
knowledge techniques and has to utilize a combination
of a particular public key cryptosystem and digital sig-
nature scheme (in [3], they use ElGamal and DSA, or
ElGamal and Gullou-Quisquater). This ad-hoc tech-
nique is not a desirable property.

Boneh et al. [5] recently proposed a new verifiably
encrypted signature scheme based on the GDH signa-
ture of [6]. This scheme is completely non-interactive,
but needs special elliptic curve groups with a bilinear
map.

Two-signature Park et al. [14] introduced the opti-
mistic fair exchange protocol which use the two-party
multisignature scheme as a primitive element. We use
the term two-signature to represent two-party multisig-
nature quoting from [7]. In [14], they composed a two-
signature scheme based on RSA signature, but Dodis
et al. [7] broke this scheme.

Recently, Boldyreva [4] proposed a non-interactive
multisignature scheme based on the GDH signature of
Boneh et al. [6]. Dodis et al. [7] introduced an op-
timistic fair exchange protocol by utilizing the non-
interactive multisignature of Boldyreva. Their two-
signature scheme of [7] is as follows.

Alice randomly chooses g € G, z, 1 € Z, and com-
putes zo = ¢ — x; mod p, v = g%, v; = g**. Alice’s
public key is pk = (g,v), pki = v1 and secret key is
sk = x, sk;y = x1. Alice then sends pk, pk; and xo
to TTP, who checks v . v1g¥? and sets xo as a secret
arbitration key ask. Alice’s signature is 04 = H(m)*
and pre-signature is o’y = H(m)®, where H(-) is a se-
cure hash function. TTP can transform oy into o4 by
calculating o4 = o’y H(m) 2.

The protocol of [7] has two drawbacks. First, TTP
has to safely store as many secret arbitration keys as
the number of users. Next, it requires special elliptic
curve groups with a bilinear map and two-signature
scheme can’t use RSA (two-signature scheme based on
RSA of [14] is insecure), which is used very widely.

3 Motivating example of exchange pro-
tocols

Credit card payment is the most popular way in B2C
e-commerce. In current online credit card payment sys-
tems, we can buy goods only by filling in application
forms (credit card number, expiration date, an address,
price of goods, and so on) and we don’t show the credit
card to the merchant. So the credit card number is, in
a sense, an unchanging password, and if a certain per-
son’s credit card number and related information are
leaked, he/she is exposed to the danger that someone
may illegally use this credit card at online shops. That
is, the system is built on the customers’ trust that mer-



chants hold the information securely. This is not de-
sirable. There is another risk that we have the credit
card numbers and related information stolen in the real
world when we show the credit cards.

To avoid this, we suggest the framework in which the
order form is valid only if the customer signs it using
his/her secret key. By utilizing the digital signature, we
can build a secure online credit card payment system
given the customer’s safekeeping of his/her secret key
(e.g., the use of smart cards). In this framework, we
can apply our optimistic fair exchange protocol to an
online credit card payment system.

4 Optimistic fair exchange protocols

We represent here our optimistic fair exchange proto-
col which is applicable to any digital signature scheme
such as RSA and DSA. The parties involved in this pro-
tocol are Alice (customer), Bob (merchant) and TTP.
Alice has the signature 04 on M4 that represents dig-
ital cash, digital check, or the signature on the appli-
cation form (See Section 3. In this case, M4 is the
application form itself.). Bob has the digital data Mpg
such as online software or a music file. We don’t con-
sider the digital data that allows Alice to get a benefit if
she gets multiple copies of the same Mp. This assump-
tion is required when the dispute resolution protocol is
invoked.

Next, we define pre-signature, post-signature, and no-
tarized signature. We then describe the exchange pro-
tocol, the dispute resolution protocol and parameter
t. We will mention the security of this protocol in the
next section.

4.1 Definition of the pre-signature,
post-signature and notarized signature

In this section, we define pre-signature, post-signature,
and notarized signature by prescribing the form of the
signatures. These are set as a working policy. XML
and XML signatures are well-suited to implement this
scheme.

We can use any secure digital signature scheme, and
we assume the signature scheme consists of the triple
of algorithm (KeyGen, Sign, Verify). We also assume
that Alice and TTP have already generated their secret
and public key pairs by KeyGen in the setup, and used
PKI to certify their public keys.

The definitions of pre-signature, post-signature, and
notarized signature are as follows.

Pre-signature Alice’s pre-signature is of the form
o'y = Signa(Ma,certa, certrrp,t).
Post-signature Alice’s post signature is of the form

o4 = Signa(Ma,certya).

Notarized signature The notarized signature by TTP

is of the form

orrp = Signrrp(oly).

The terms cert4 and certyrp mean the certificate
of Alice and TTP respectively, and parameter ¢ is the
expiration date of the pre-signature. We introduce this
parameter to realize timely termination of the protocol
(see Section 4.4). The pre-signature ¢’y of the form
above has no intrinsic value, whereas the post-signature
o4 has legal value as a digital signature. TTP has the
power to transform Alice’s pre-signature to notarized
signature oprp that has the same legal value as 04 by
signing Alice’s pre-signature with TTP’s secret key.

We define both o4 and oprp as legally valid signa-
tures. Even if Bob shows both o4 and orrp, these are
regarded as one legally valid signature.

4.2 Description of the optimistic fair exchange
protocol

We describe here details of the optimistic fair ex-
change protocol. Figure 1 shows the outline of the pro-
tocol. In the protocol, we assume the data transactions
are executed over a secure channel established using a
technique such as SSL. Alice initiates the protocol with
Bob. The protocol is as described below.

Alice Bob

N N

) M,, cert,, cert. ., t, G,
Oa = Verify — {0, 1}
Sign,(M,, cert,, cert ., t)

If 6, is invalid, then
abort the protocol.

Check whether M,, is M

. B
genuine or not.

If My, is a fake, abort
the protocol.
O

G, = Sign,(M,, cert,) Verify — {0, 1}

If 6, is invalid, then
invoke Protocol resolve.

Figure 1: Overview of the protocol

1. Alice signs (M4, certa, certprp, t) using her se-
cret key, and sends her pre-signature o/, to Bob.

2. Bob verifies 0y, and if ¢’; is invalid, Bob aborts
the protocol.

3. If ¢/, is valid, then Bob sends Mp to Alice.

4. Alice receives Mp and checks whether Mp is gen-
uine or not. If Mp is false or Alice doesn’t receive
Mg, Alice aborts the protocol.

5. After receiving the genuine Mg, Alice signs (M4,
certy) and sends her post-signature o 4.

6. Bob verifies her post-signature o4. If o4 is in-
valid or Bob don’t get o4 by the expiration date



of her pre-signature (parameter t¢), then Bob in-
vokes dispute resolution protocol resolve.

7. If 04 is valid, the exchange protocol ends cor-
rectly.

4.3 Dispute resolution protocol

We describe here the dispute resolution protocol re-
solve shown in Figure 2.

1. Bob initiates the protocol and sends Alice’s pre-
signature o'y, (Ma, certa, certprp, t), and his
digital data Mp to TTP.

2. TTP verifies Alice’s pre-signature and Mg, and
if either one of the two is invalid, TTP aborts
protocol resolve.

3. If both ¢/, and Mp are valid, then TTP signs
on ¢’y and sends the notarized signature oprp to
Bob.

4. TTP also forwards Mpg to Alice. Protocol resolve
thus ends correctly.

The reason why Bob has to send Mp in step 1 above
and TTP forwards Mp to Alice in step 4 is to prevent
Bob from obtaining the notarized signature oprp but
not sending Mp to Alice.

TTP Bob

Verify — {0, 1}
and check whether M;; is

genuine or not. M, cert,,, certypp, £, 6,°, My

If either one of the two is
invalid, abort the protocol.

9 TTP

O pp = Signyp(6,7)

Alice

Send M;; to Alice.

Figure 2: Protocol resolve

Verification of Mp

The TTP’s verification of Mg may be a bottleneck,
because it is difficult to associate the verification of Mp
with a certain mathematical algorithm. To efficiently
verify the digital data, we propose to use hash tables.
We assume that there exists a hash table of music files
or online software. TTP generates the message digest
hp of Mg by the hash function, and verifies Mg by
checking whether hp is in the hash table or not.

4.4 Parameter t

Parameter ¢ defines the expiration date of Alice’s pre-
signature, and TTP won’t transform ¢/, after this expi-
ration date. This parameter may be set by Alice or set
as a system parameter, and is essential for the timely
termination of the exchange protocol. This is because
both Alice and Bob will be at a disadvantage if they
set an unfavorable ¢ or don’t terminate the protocol by
the expiration date.

Disadvantage for Alice Even if Alice sets an unfa-
vorable t (e.g., too short, or past date), Bob wouldn’t
send Mp, so Alice can’t get any advantage from this.
Besides, we can avoid this condition by setting param-
eter ¢ as a system parameter.

Disadvantage for Bob If Bob sends Mp after the
expiration date of Alice’s pre-signature and Alice doesn’t
send her post-signature, Bob can not get Alice’s valid
signature. So parameter ¢ constrains Bob to send Mp
by the expiration date. If Bob sends Mp and Alice
doesn’t send o 4 until the expiration date, Bob invokes
protocol resolve and has Alice’s pre-signature o’ trans-
formed into the notarized signature oprp by the expi-
ration date.

For practical purposes, we should prearrange when
Bob can invoke protocol resolve. That is, for example,
Bob will be able to have ¢/, transformed into orrp
between the expiration date and the following day. Bob
invokes protocol resolve during this period.

5 Security analysis

In this section, we analyze the security of our opti-
mistic fair exchange protocol. We assume that digital
signature schemes used in the protocol are secure, so we
analyze whether Alice and Bob are assured of fairness.

Fairness means either each party gets the other’s
item or neither does at the end of the protocol. In other
words, no dishonest party can get the honest player’s
item without the honest player getting the dishonest
player’s item.

Security of Alice If Alice receives false Mg or doesn’t
receive Mp after sending o’,, Alice won'’t send her post-
signature and aborts the protocol. Bob gets ¢/4, and
in order to transform ¢’y into o4 without TTP, Bob
has to forge the signature. Because we assume that
the digital signature schemes used in the protocol are
secure, Bob can’t forge signatures so neither gets any
intrinsic value.

Then, if Bob doesn’t send Mp and asks TTP to
transform o/, into oprp, Bob must send Mp to TTP.
So, Alice can get Mp from TTP and Alice and Bob
gets Mp and oprp respectively.

Bob can get both 04 and oprp by invoking protocol
resolve after receiving o 4. However, the possession of
o4 and o7 p is regarded as the possession of one legally
valid signature (see Section 4.1). So fairness is assured
in this case.



Security of Bob First, if Alice doesn’t send o’4 or
sends an invalid pre-signature, Bob aborts the protocol,
neither gets any intrinsic value. Second, if Bob receives
an invalid o4 or doesn’t receive o4 after sending Mp,
Bob invokes protocol resolve and has oy transformed
into orTP.

6 Conclusion

In this paper, we presented a new optimistic fair
exchange protocol. We prescribed three forms of sig-
natures: pre-signature, post-signature, post-signature
and notarized signature as primitives that realize fair-
ness. By using these primitives, our protocol is compu-
tationally very efficient and any existing digital signa-
ture schemes can be used. Furthermore, we introduced
parameter ¢, which represents the expiration date of
pre-signatures; it realizes timely termination of the pro-
tocol.
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