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An Efficient Anonymous Credential System

Norio Akagi* Yoshifumi Manabée Tatsuaki Okamot6

Abstract— An anonymous credential is one of the most important notions to counter some of the privacy
problems with identity certificates. This paper proposefinient anonymous credential system that is provably
secure in the standard model(i.e., without random oracle model). Our system consists of two parts: a signature
scheme and proving knowledge of the signature. A user gets a proof of identity from the signer by using the
signature scheme from bilinear maps, and proves knowledge of the signature to a verifier by using a three-
move interactive identification scheme. We first present the schemes we used. We then present the anonymous
credential system, which is moréieient than existing systems.
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1 Introduction 1.2 Ourresults

1.1 Background In this paper, we construct an anonymous credential sys-
tem that is based on the blind signature scheme proposed

The concept of anonymous credential systems was introg, [10], and on the three-move identification scheme pro-

duced by Chaum[4], and af_ter that, many researchers pro[f)osed in [9] . The signature scheme is secure under q-SDH
posed anonymous credential systems in order to count

e& . . . .
. . . ; . ssumptions, and is used in various other schemes. Then
some of the privacy diculties related to identity certifi- P

i d 1o idealize the imol tati ¢ ohysical the identification scheme, which is used to prove knowledge
cates, and to ldealize the Imp e”_‘e”,a lon of physical cre-y¢ 5 signature, is also secure under non-interactive assump-
dentials, like entry certification, driver’s licenses, and so on.

) ) . tions. Our anonymous credential system is mdfeient
The basic properties of anonymous credential systems ar

X d fhan that based on the LRSW assumption.

as follows: It should be impossible for a user to forge a cre-
dential for the user, even if users and other organization fo
team up and launch an adaptive attack on the organizatior?. Preliminaries
It should also be impossible for an organization to find out2.1  Bilinear Groups
anything about the user, apart from the fact that the user has
ownership of some set of credentials, even if it cooperatesgi
with other organizations. In particular, two pseudonyms be-
longing to the same user are unlinkable. Finally, the system
is expected to beficient. To know more about the history 1. G, and G, are two cyclic groups of prime ordep,
and motivation behind anonymous credentials, Chapter 3 of where possiblyG; = Gy,
Lysyanskaya’s Ph.D thesis[7] is a very-well written exposi-
tion. 2. gy is a generator of; andg; is a generator ofs,,

Existing anonymous credential schemes are based upon
the Strong RSA assumption, or the LRSWI[8] assumption.
For example, Camenisch and Lysyanskaya proposed an anonyt. eis a non-degenerate bilinear mapGy x G, — Gr,
mous credential scheme|[3] that is secure under the LRSW where|G| = |G| = |Gt| = p, i.€.,
assumption for groups with bilinear maps. But in the case of

This paper follows the notation regarding bilinear groups
ven in [1, 2]. Let(Gy, G;) be bilinear groups as follows:

3. ¢ is an isomorphism fron®, to Gy, with  (g2)

LRSW assumption, it seems to be identical to the signature e (Bilinear): for allu € G, v € Gy, foralla, b
scheme proposed in [3]. € Z,e(L? V") = e(u,V)®
e (Non-degenerate)e(g:,92) # 1 (i.e.,e(01,92)
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are users, authorities, and verifiers. Any anonymous cre- (c) A outputsd’ € {0, 1}, which is supposed to be
dential system can perform the following operations. the adversary’s guess of valde

If the probability thatd’ = d is 1/2 + ¢, then the adversary’s
advantage is defined to ke The anonymous credential sys-
tem is said to be anonymous and unlikable if the advantage
of any polynomial-time adversary is negligible.

Key Generation: Authority A, given security parameter
1%, outputs a pair of public-key and secret-k@yk, sk). The
public keys are then published by.

Credential Issuing Protocot User?{ has some kind of

datam that 2/ wants to obtain a certificate for. Such prop- i . ] )
erties include “belongs to Kyoto University”, “is over the In this section we recall the standard notion of security,

age of 20.” or rights such as "can access the secure roomyeXxistential unforgeability against chosen message attacks[1]

How S detects whethanis valid or not with regard td/ is as well as a slightly stronger notion of security for a signa-
outside of this protocol. ture scheme: strong existential unforgeability against cho-

Now U executes the credential issuing protocol for ~ S€N message attacks[6]. To define existential unforgeabil-
with A by using user’s inpumn and authority’s secret-key. 11y, We introduce the folloing game among adversarand

At the end of the protocofl/ obtains the credentiat, cor- ~ honestsignes.
responding tam.

2.3 Definition of Secure Signature Schemes

1. Key setup:
Run key generation algorithi@ (1") to obtain a pair
of public-key and secret-key, (pk, sk). pk is given to
adversaryA, and (pk, sk) is given to signes.

Credential Verification Protocol: After U obtains the
credential ofm, U executes the credential verification pro-
tocol of m with verifier V. At the end of the protocoly
outputsaccept if the verification equations holds, and oth- 2. Queries to signing oracle:

erwise outputgseject. A adaptively request$ (or signing oracle) to sign
. i on at mostgs messages of his choicay, ..., Mys, S
2.2.2 Security of Anonymous Credential System responds tan with a signaturer; = S ( sk m).

In this section, we refer to the definition of the security of
anonymous credential systems. The security of anonymous 3- Output:

credential systems are defined as follows. Eventually,ﬂ outputs paif(m, o). A wins the game
i
Unforgeable User/ cannot forge a valid credentia (@mis notany ofm (i = 1,...,q9
on any value, ifr is not issued byA. We show a formal def- (b) V(pk, m, o)=accept.
inition below. There exists an adversagv, which has no We defineadvg;,***“to be the probability tha®l wins
information about the Authority’s secret-keydv can exe- the above game, taken over the coin tosses made by
cute credential issuing protocl witd polynomial number A, G, andS.

of times, and get credentials of adaptively chosen message
ThenAdv andV execute the credential verification protocol

of m, which has not been chosen bygtv yet. If the prob- makes at mosts queries oS, and Adv." is at least

ability thatV outputsaccept at the end of the protocol is e. A signature scheme &, gs €)-existentially-unforgeable

negligible, the anonymous credential system is unforgeablel.Jnder adaptive chosen message attacks if no advesgary

(t, gs e)-forges the scheme.

Diefinition 1. (Existential Unforgeability) Adversar# (t, gs €)-

forges a signature schemedt runs in timfe at most. A
unforge ;

Anonymity and Unlinkability : Anonymous credential
systems should have the property of anonymity and unlink-
ability. We merge these two properties into one definition
of security. The definition is as follows.

There is adversargdv that plays the roles of authority
and verifier. Let us introduce the following game among
Adv and two honest usef®y and ;.

Remark: (Strong Existential unforgeability) If the condi-
tion in Step 3a in the above game is changed {on'o)

is not any of(m,o)” (instead of ‘mis not any ofm")
(i=1,..,99, we obtain a stronger notion of unforgeabil-
ity. If a scheme satisfies the above definition of unforge-
ability under this stronger notion, we say that i{isgs €)-

1. Adv outputs public-key, and a message strongly-existentially unforgeable under adaptive chosen mes-

sage attacks.
2. Adv engages in the credential issuing protocohof

with two users Uy andU;. The two users employ 2.4 Definition of Secure Identification Schemes
the same data to obtain credentials. 241 |dentification

3. (a) Adv engages in the credential verification proto- Identification schemes are defined in [9] as follows.
col with ¢y and?;. Adv can execute this pro-

tocol polynomial number of times. Definition 2. An identification scheme consists of two stages:
(b) d € {0,1} is chosen randomlyl{y andAdv ex- 1. Initialization: In this stage, each user (e.gl) gen-
ecute the credential verification protocaldv erates a secret key (e.8§ Kg) and a public key (e.g.,
also can execute this polynomial number of times. PK4#) by using probabilistic polynomial-time gener-
Then, Adv can execute 3(a) again. ation algorithmG on input of the key size. A link be-

tween each user and its public key is commonly share



established. Note that in some schemes a part of the
public key can be commonly shared among all users

Okamoto Signature Scheme
as a system parameter.

Key Generation:

Randomly select generatays, Uy, V> € G, and selg; «
W (92), Ur « ¢ (Up), andvy « y (v»). Randomly seleck
€ Z, and computen, « g7 € Go. The public and secret
keys are:

2. Operation: In this stage, any user (esf),can demon-
strate its identity to a verifier by performing some
identification protocol related to its public key (e.g.,
PKa), where the input for the verifier is the public
key (e.g.,PKg). Atthe conclusion of this stage, the

verifier either outputs “accept” or “reject”. .
p P J Public key: g1, g2, Wa, Up, V2

2.4.2 Security of Identification schemes Secret key: X

A security of identification scheme is defined in [9]. ) ,
Signature Generation:

Let m € Z; be the message to be signed. SigSeran-

Definition 3. A prover A (resp. verifierB) is a “good” ~S
) domly selects r and s fro;,, and computes

prover denoted byA (resp. “good” verifier denoted b$),
if it does not deviate from the protocols dictated by the 1/(x+1)
scheme. LetA be a fraudulent prover who does not com- O (QTUNE)
plete the initialization stage of Definition #K4 and may
deviate from the protocols (so another peyswechine can
simulateA). B is a not-goodB. A and B are assumed to
be polynomial time bounded machines, that may be nonunit
form.

An identification scheméA, B) is secure if

Here J/(x + r) modp (andm/(x + r) modp ands/(Xx + r)
modp) are computed. In the unlikely event that r = 0
modp, we try again with a dferent random. (o,r, S) is
the signature oin.

_ Signature verification:
1. (ﬂé) succeeds with overwhelming probability. Given public-key(g1, gz, Wz, Uz, V2), messagen, and Sig-
. nature(o,r, s), check thatm, r, se Zt, 0 € Gy, o # 1,
2. There is no coalition afA, 8 with the property that, |and
after a polynomial number of executions (afi, B) e(0, Wagh) = (g1 gfluzv3)
and relaying a transcript of the communicationAo
it is possible to executgA, B) with nonnegligible
probability of success. The probability is taken over
the distribution of the public key and the secretkey as3.3 A Three-Move Identification Scheme
well as the coin tosses ofl, 3, A, and B, up to the
time of the attempted impersonation.

If they hold, the verification result isalid, otherwiseg
invalid.

In our anonymous credential system, a three-move iden-
tification scheme is essential so as to prove knowledge of
. credentials. Okamoto proposed a three-move identification
3 Assumptions scheme[9] that is almost agheient as the Schnorr iden-
3.1 Strong Diffie-Hellman (SDH) Assumption tification scheme[5], and proved that it is as secure as the

Let (Gy,G,) be bilinear groups (introduced in Section discrete logarithm problem. We use this three-move iden-

. . ' o tification scheme to prove a knowledge of signature. We
2.1). The problem i(Gy, Go) is defined as follows: gl\{en later describe how this identification scheme is used in our

the(q + 2)-tuple(g1, 92,03 s géq) as input, output pa(rglm, ¢) system.
wherec € Zj,. Algorithm A has advantageidvs p (), in
solvingg-SDH in (Gy, Gy) if 4 Proposed Anonymous Credential System

In this section, we show our anonymous credential sys-

AdvspH () « Pr [ﬂ (01.02.05. .. 9% ) = ( fc)] em.

where the probability is taken over the random choices of, 1 Key Generation

€ Gy, X, Y € Z, and the coin tosses ™. . . .
92 €02, % ¥ First, authorityA generates public-kelg:, g», W, Uz, Vo),

and secret-key in the same way as the signature scheme in

Definition 4. Ad t, €)-breaks the-SDH probl X
efinition versaryA (t, €)-breaks they problem Section 3.2

if A runs in time at most and Advspy (Q) is at leaste.
The(q,t, €)-SDH assumption holds if no adversafy(t, €)-

breaks ther-SDH problem. 4.2 Credential Issuing Protocol

First, useri sends datan as a message, for whictf
3.2 The Signature Scheme wants to obtain a certificate, to authorify

We now present the signature scheme used in our anony-
mous credential system. The scheme below was presented
by Okamoto[10].

(LIL?(

When message m is received frobh, A signs tom by
using the signature scheme described in Section? then
3



. . 1
sends triple signatuie, r, ), toU, whereo = (gTulvi) /(X+r).

U (o.r,9) A

U gets the credential correspondingias a signature.

4.3 Credential Verification Protocol

After getting its credentialZ{ proves knowledge of the
credential to verifierV, instead of sending credential di-
rectly toV.

Proof of Knowledge of a Credential on a Message

Step 1: Proverl randomly selects 6 from Z7, and com-
putes

o — otf = (glmulvi)t/ﬁ(xw)’
a — (Wogh)’,
t
B (9fuzv3) .
and send$o”, a, B) to the verifierV.

U (o7 ..B) A

Step 2: Verifier v checks the equation below
e(o’.a) = e(01.8)

Step 3: U proves knowledge for the following statement:

PK{(6,16) : @ = wigy}

This proof of knowledge consists of the following two
proofs of knowledge.

(1)U randomly selects, tp, t3 from Zj,, and computes
y < ahgius,

0 and sendy to V.
U—1—sy

O U then proves knowledge @ for the following state

ment:
PK{(ts, ta, t3) : ¥ = a"g2ug).

(2)U computes
0« Oty

0 and sends to V.
Uu —6——> 4%

U then proves knowledge t¥ for the following
O statement:

PK{(w,t3) : y/W) = g5US (. = réty + t)).

We detail these two protocols later.
Step 4: Proverl{ sendanto V.

’LIL(V

the following statement:

PKi{(t,st) : g = (gzm)t uvs

We describe details of this protocol later.

0
Now we show how the protocols in (1), (2) 8tep 3and in

U andV then executes a proof of knowledge protocol|for

Step 4work. The three-move identification schemes, pro-

posed in [9], are used in these protocaols.

Three Proofs of Knowledge with Identification Schem

Common input: Public key anda, y)
Prover's input: (tg, to, t3)

Protocol:
Stepl: U picks random numbers, ro, r3 € Z¥, computes
A= o"g}uy, and sendéto V.

uU—L sy

Step2:V sends a random numbek Z, to U.
U2y

Step3: U sendqcy, Cp, C3) to V such that

¢y = r1 + bty modp,
Cz = rz + bt mod p,
c3=r3+ btz modp

U €1,C2,C3 Vv
Step4: <V checks that
a1 g2uP = AyP

If it holds, “V outputsaccept, otherwisereject.

@ PK{(w,t3) 1 y/W = gyus}

Common input: Public key andy, 6)
Prover's input: (w, t3)

Protocol:
Stepl: U picks random numbens, r, € Zj, computes
A =dju?, and send#&\ to V.

(Ll;(V

es



Step2:V sends a random numbee Zj, to U.
b
Ue——V
Step3: U sendqcy, ¢;) to V such that

C; = r1 + bw modp,
C, = ro + btz mod p,

C1,C2

U———-V

)b

If it holds, “V outputsaccept, otherwisereject.

Step4: <V checks that

Y

C1,,C2
u’?z =Al—
% u; (Wz"

@ PKI(t.sY: B = (oF) whvsh

Common input: Public key and, m)
Prover's input: (t, st)

Protocol:
Stepl: U picks random numbens, r, € Z}, computes

A= (g7)" uyvy, and sendé to V.
A
U———Yv
Step2:V sends a random numbee Zj, to U.

(Ll;(v

Step3: U sendqcy, ¢;) to V such that

¢y =ry+btmodp,
C, = ro + bstmodp,

C1,C2

U———>v
Step4: <V checks that
C:
(68)" v = A"

If it holds, “V outputsaccept, otherwisereject.

4.4  Security

In this section, we refer to the security of our proposed
anonymous credential system.

4.4.1 Unforgeable

First, the security of signature scheme in our credential

issuing protocol is described in [10].

Property. If the (qs+ 1,1/, ¢’)-SDH assumption holds in

(G4, Gy), the signature scheme(isgs €’) —strongly—exsistentia%
unforgeable against adaptive chosen message attacks, pro-

vided that
€>3qse, andt < t' - ©(2T)

whereT is the maximum time for a single exponentiation in
G1, andG,.

This theorem allows us to use the signature scheme in
Section 3.2 under thg-SDH assumption.

Next, we refer to the unforgeability of the credential ver-
ification protocol of our system.

Theorem 1If the signature scheme in our system is secure
under theg-SDH assumptionZ{ cannot forge credentials
for which v outputsaccept at the end of the credential
verification protocol.

Sketch of the proof. Credential verification protocol in our
system consists of three protocols of proving knowledge, as
described in Section 4.3. When these protocols are not se-
cure, U can forge(o”, a, B) that satisfies the verifier's equa-
tion. If U can forge sucho’, a, ) without knowing the
original signaturdo,r, s), we can construct an extraci@r
& can use the forget{ as a black-box.

Let us focus on protocdPK{(ty, to,t3) : ¥ = atgZus).
First, the protocol is executed once normalty, sendsb
and gets

CL=I1+ bt]_, C=TI2+ btg, C3=1I3+ bt3.

After the first execution of the protocdl, resetsi/, and the
protocol is reexecutedV then send®’ and gets

ci=ri+bt,c,=rp+b'ty,cf =r3+b'ts.
& sees these executions of the protocol, and can calculate

c—C Cc,—C C; - C3

e

Now & succeeds in extracting, t, t3).
From PK{(w,t3) : y/Wo = ggus} and PK{(t,st) : 8 =

(gg“)t uvsY, & can also extradiw, ts) and(t, sf) in the same
way, and can calculatér,r, s) from these extracted data.
This contradicts the security of the signature scheme in our
system.

ThusU cannot forge a credentiél’, «, B) that satisfies
the verifier's check, and our proposed system is unforge-
able.

4.4.2 Anonymity and Unlinkability

We now refer to the anonymity and unlinkability of our
system. The game described in Section 2.2.2 is used to as-
sess our systemidv outputs public-keyg:, gz, Wa, Uy, V).

Uy and U, send the same datm, to Adv, andAdv sends
credentials ofm (o, ro, S9) to0 Up, and (1,11, S1) to U;.
Uy, U, andAdv then execute the protocols of proving knowl-
edge(Section 4.3) a polynomial number of times. Finally,
a randomd € (0,1) is chosen, and protocols of proving
knowledge (Section 4.3) are executed am@hgandAdv a
polynomial number of times. At the end of the protocols,
Adv make a guess about numlzkr

eorem. Our system is anonymous and unlinkable.

Sketch of the proof. If the system is anonymous and un-
linkable, the protocols of proving knowledge are witness-



indistinguishable; that is, in the game described in SectionReferences
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