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1 Introduction

The concept of anonymous credential systems was intro-
duced by Chaum[5], and many researchers since then have
proposed anonymous credential systems in order to counter
some of the privacy difficulties related to identity certifi-
cates, and to implement ideal physical credentials, like entry
certification, driver’s licenses, and so on.

The basic properties of any anonymous credential system
are as follows: It should be impossible for a user to forge
a credential for it. Credentials also must be anonymous,
thus, a verifier cannot learn anything about the user when it
proves its credential to the verifier. Finally, the system is ex-
pected to be efficient. There are three basic protocols; Key
Generation, Credential Issuing, Credential Proving. The de-
tails of the history and motivation behind anonymous cre-
dentials can be found here [7].

A credential revoking function is desirable in anonymous
credential systems. One of the existing anonymous creden-
tial systems with revocation can reveal the user’s identity
if the user misuses the credential[3], and is based upon the
strong RSA assumption and Decisional Diffie-Hellman as-
sumption. There is another existing anonymous credential
system with revocation[9], which enables a verifier to reject
black-listed users. This system is based upon theq-SDH
assumption and Decisional Diffie-Hellman assumption, and
uses random oracle model. We also propose an anonymous
credential system with revocation, which provides both of
above function of revocation, and is unforgeable under the
q-SDH assumption, and is anonymous-and-unlinkable un-
der the Decision Linear Diffie-Hellman assumption(the De-
cision Linear assumption) without random oracle model.
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2 Preliminaries

2.1 Notation

We will use the notationPK as follows:

PK{(α, β) : y = gαhβ}
denotes a “zero-knowledge proof of Knowledge of integers
α andβ such thaty = gαhβ wherey, g, andh are elements
of some groupG = ⟨g⟩ = ⟨h⟩.

2.2 Bilinear Groups

This paper follows the notation regarding bilinear groups
given in [1, 2]. Let(G1,G2) be bilinear groups as follows:

1. G1 andG2 are two cyclic groups of prime orderp,
where possiblyG1 = G2,

2. g1 is a generator ofG1 andg2 is a generator ofG2,

3. ψ is an isomorphism fromG2 toG1, with ψ (g2) = g1.

4. e is a non-degenerate bilinear mape : G1×G2→ GT ,
where|G1| = |G2| = |GT | = p, i.e.,

• (Bilinear): for all u ∈ G1, v ∈ G2, for all a, b
∈ Z∗P, e

(
ua, vb

)
= e(u, v)ab

• (Non-degenerate):e(g1,g2) , 1 (i.e.,e(g1,g2)
is a generator ofGT),

• (Efficient):e, ψ and the group inG1,G2 andGT

can be computed efficiently.

2.3 Anonymous Credential System

In this section, we outline the protocols and the security
of anonymous credential systems.
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2.3.1 Definition of Anonymous Credential System with
Revocation

An anonymous credential system consists of parties which
are users, authorities, verifiers, and openers. An anonymous
credential system performs the following operations.

Key Generation:
An authorityAuth, an userU, and an openerO, given secu-
rity parameter 1k, outputs respectively a pair of public-key
and secret-key.

Credential Issuing Protocol:
U has some kind of datam thatU wants to obtain a certifi-
cate for. Examples ofm are properties such as “belongs to
some University”, “is over the age of 20.” or rights such as
”can access the secure room”. HowAuth detects whether
m is valid or not with regard toU is outside this protocol.
U executes the credential issuing protocol form with

Auth by using user’s inputm, user’s secret-key, and author-
ity’s secret-key. At the end of the protocol,U obtains a
credentialCred, corresponding tom. Auth has a database
DB to record the data used in the credential issuing protocol
withU. An openerO can read but cannot writeDB.

Credential Proving Protocol:
AfterU obtains the credential ofm,U executes the creden-
tial proving protocol ofm with a verifierV, that proves the
user’s possession ofCred.
BL is aV’s current black-list of users who acted wrong

outside the protocols (Auth can write and read, andV can
only readBL). If U is black-listed,V outputsreject. Thus,
V outputsaccept if U is not listed onBL and can prove
that it really has a validCred, otherwise outputsreject at
the end of the protocol.

Credential Revealing Protocol:
O can trace a credential to the user that showed the creden-
tial. WhenV notices thatU acts wrong after it finished
proving knowledge of its credentialCred toV,V requests
to an openerO to identify theU’s credential. O andV
then executes the credential revealing protocol by using its
secret-key andDB and reveals thatU is the one who chal-
lenged the accepted proof ofCred.

2.3.2 Security of Anonymous Credential System with
Revocation

In this section, we refer to the definition of the security of
the basic anonymous credential system. The security of the
basic anonymous credential system is defined as follows.

Unforgeability :
U cannot forge a valid credentialCred on any value unless
Cred was issued byAuth. We show a more formal defini-
tion below.

Let us consider the following game. LetAdv be an ad-
versary, which has no information about the secret-key of
Auth. Adv runs in time at mostτ. It first executes the cre-
dential issuing protocol withAuth at mostqAuth times, and
obtains valid credentials of adaptively chosen messages.

Adv then forgesCred which is a credential ofm. m is
data which has not been chosen byAdv yet. Finally Adv
andV execute the credential proving protocol ofCred, and
V outputsaccept or reject.

If the probability thatV outputsaccept at the end of the
protocol is at mostϵ, the anonymous credential system is
(τ,qAuth, ϵ)-unforgeable.

Anonymity and Unlinkability :
An anonymous credential system should provide user pri-
vacy. It should be impossible for a verifierV and an au-
thority Auth to find anything about a userU, except the
fact thatU has some set of credentials, even ifV cooper-
ates with other verifiers or authorities(this feature is called
anonymity). In particular, two credentials belonging to the
same userU cannot be linked byV andAuth(this feature
is called unlinkability).

We merge these two properties into one definition of se-
curity. Anonymous credential systems should have the prop-
erty of (τ, ϵ)-anonymity-and-unlinkability. The formal defi-
nition is as follows.

There is an adversaryAdv that plays the role of a veri-
fier and an authority. Let us introduce the following game
amongAdv and two honest usersU0 andU1.

1. Adv outputs its public-key.

2. Adv engages in the credential issuing protocol ofm
with two users,U0 andU1. These two users employ
the same data,m, to obtain credentials.

3. (a) Adv engages in the credential proving protocol
withU0 andU1. Adv can execute this protocol
a polynomial number of times.

(b) d ∈ {0, 1} is chosen randomly.Ud andAdv ex-
ecute the credential proving protocol.Adv also
can execute this a protocol polynomial number
of times. Next, Adv can execute 3(a) again.

(c) Adv outputsd′ ∈ {0,1}, which is supposed to be
the adversary’s guess of valued.

If the probability thatd′ = d is 1/2+ ϵ, then the adversary’s
advantage is defined to beϵ. The anonymous credential sys-
tem is said to be(τ, ϵ)-anonymous-and-unlinkable if the ad-
vantage of any adversary, whose running time is at mostτ,
is at mostϵ.

Traceability :
Traceability demands that a userU is unable to produce
a credential such that either the honest openerO declares
itself unable to identify the origin of the credential, or,O
believes it has identified the origin but is unable to produce
a correct proof of its claim. The formal definition is as fol-
lows.

Let Adv be an adversary, which runs in time at mostτ,
corrupts users and interacts withAuth on their behalf. Now
Adv issues credentialCred onmwith Auth, and proves cre-
dential toV. If the probability thatO fails in the credential
revoking protocol ofCred is at mostϵ, the anonymous cre-
dential system with revocation is(τ, ϵ)-traceable.
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Non-frameability :
An openerO is unable to create a proof, accepted byV,
that an honest user produced a certain valid proof of the
credential unless the user really did produce the proof of the
credential. The formal definition is as follows.

Let Adv be an adversary,U be an honest user that does
not produce an accepted proof of the credentialCred to an
honest verifierV. Now Adv, who acts as a user and an
opener, whose running time is at mostτ, first provesCred
to V in the credential proving protocol, and then tries to
prove toV thatU is the user that produced the accepted
proof of Cred in the credential revoking protocol. If the
probability ofAdv’s success is at mostϵ, the the anonymous
credential system with revocation is(τ, ϵ)-non-frameable.

2.4 Definition of Secure Signature Schemes

In this section we recall the standard notion of security,
existential unforgeability against chosen message attacks[1]
as well as a slightly stronger notion of security for a signa-
ture scheme: strong existential unforgeability against cho-
sen message attacks[6]. To define existential unforgeability,
we introduce the following game among adversaryAdv and
honest signerS.

1. Key setup:
Run key generation algorithmG (1n) to obtain a pair
of public-key and secret-key, (pk, sk). pk is given to
adversarya, and (pk, sk) is given to signerS.

2. Queries to signing oracle:
Adv adaptively requestsS (or signing oracle) to sign
on at mostqS messages of his choicem1, ...,mqS , S
responds tomi with a signatureσi = S (sk,mi).

3. Output:
Eventually,Adv outputs pair(m, σ). a wins the game
if
(a) (m, σ) is not any of(mi , σi) (i = 1, ..., qS)
(b)V(pk, m, σ)=accept.
We defineAdvun f orge

S ig to be the probability thatAdv
wins the above game, taken over the coin tosses made
by Adv, G, andS.

Definition.1 (Strong Existential unforgeability) Adversary
Adv (t,qS, ϵ)-forges a signature scheme ifAdv runs in time
at mostt, Advmakes at mostqS queries toS, andAdvun f orge

S ig
is at leastϵ. A signature scheme is(τ,qS, ϵ)-strongly-existentially-
unforgeable under adaptive chosen message attacks if no ad-
versaryAdv (τ,qS, ϵ)-forges the scheme.

3 Assumptions and Basic Schemes

3.1 Strong Diffie-Hellman (SDH) Assumption

Let (G1,G2) be bilinear groups (introduced in Section
2.1). The problem in(G1,G2) is defined as follows: given

the(q+ 2)-tuple
(
g1,g2,gx

2, ..., g
xq

2

)
as input, output pair

(
g

1
x+c

1 , c
)

wherec ∈ Z∗p. AlgorithmA has advantage,AdvS DH (q), in
solvingq-SDH in (G1,G2) if

AdvS DH (q)← Pr
[
A
(
g1,g2,g

x
2, ..., g

xq

2

)
=

(
g

1
x+c

1 , c
)]
,

where the probability is taken over the random choices of
g2 ∈ G2, x, y ∈ Z∗p, and the coin tosses ofA.

Difinition.2 AdversaryAdv (τ, ϵ)-breaks theq-SDH prob-
lem if Adv runs in time at mostτ andAdvS DH (q) is at least
ϵ. The(q, τ, ϵ)-SDH assumption holds if no adversaryAdv
(τ, ϵ)-breaks theq-SDH problem.

3.2 The Decision Linear Diffie-Hellman Assumption

LetG1 be the cyclic group of prime orderp. Let u, v, h be
generators ofG1. The problem inG1 is defined as follows:
Givenu, v,h,ua, vb,hc ∈ G1 as input, outputyes if a+b = c
andno otherwise.

AlgorithmA has advantage,AdvLinear in deciding the De-
cision Linear problem inG1 if

AdvLinear ← |Pr
[A (u, v,h,ua, vb,ha+b

)
= yes : u, v,h

R←−
G1,a,b

R←− Z∗p
]−Pr

[A (u, v, h,ua, vb, η
)
= yes : u, v, h, η

R←−
G1,a,b

R←− Z∗p
]|.

Difinition.3 The(τ, ϵ)-Decision Linear Diffie-Hellman As-
sumption (the Decision Linear Assumption) holds inG1 if
no τ-time algorithm has advantage of at leastϵ in solving
the Decision Linear Problem inG1.

3.3 Basic Signature Scheme

We now describe a signature scheme[8] that is strongly
existentially unforgeable against chosen plaintext attacks,
and this scheme is a fundamental element of the creden-
tial issuing protocol of our proposed anonymous credential
system.
Key Generation:
Randomly select generatorsg2, u2, v2 ∈ G2 and setg1 ←
ψ (g2), u1 ← ψ (u2), andv1 ← ψ (v2). Randomly selectx
∈ Z∗p and computew2 ← gx

2 ∈ G2. (g1, g2,w2,u2, v2) is the
public-key andx is the secret-key.
Signature Generation:
Let m∈ Z∗p be the message to be signed. SignerS randomly

selects(r, s) from Z∗p, and computesσ ←
(
gm

1 u1vs
1

)1/(x+r)
.

Here 1/(x + r) modp (and m/(x + r) modp and s/(x + r)
modp) are computed. In the unlikely event thatx + r ≡ 0
modp, we try again with a different randomr. (σ, r, s) is
the signature ofm.
Signature Verification:
Given public-key(g1,g2,w2,u2, v2), messagem, and signa-
ture (σ, r, s), check thatm, r, s ∈ Z∗p, σ ∈ G1, σ , 1, and

e
(
σ,w2gr

2

) ?
= e
(
g1,gm

2 u2vs
2

)
. If they hold, the verification

result isvalid, otherwiseinvalid.
Theorem.1Security of the Basic Signature Scheme[8]
If the (qS + 1, τ′, ϵ′)-SDH assumption holds inG1 andG2,
the basic signature scheme is(τ,qS, ϵ)-strongly existentially-
unforgeable against adaptively chosen message attacks, pro-
vided that

ϵ ≥ 3qSϵ
′, τ ≤ τ′ − Θ

(
q2

ST
)
,

whereT is the maximum time for a single exponentiation in
G1 andG2.
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4 Proposed Anonymous Credential System with
Revocation

In this section, we describe the construction of the pro-
posed anonymous credential system. We use a bilinear group
pair (G1,G2) with a computable isomorphismψ, as in Sec-
tion 2.2. We assume the basic signature scheme is strongly
existentially unforgeable against chosen message attacks and
the Strong Diffie-Hellman assumption holds inG2. We use
the basic signature scheme in the credential issuing protocol
of our proposed system.

4.1 Key Generation

First, an authorityAuth randomly selects its secret-key
x ∈ Z∗p. Auth then randomly selects generatorsg2,u2, v2 ∈
G2 and setsw2 ← gx

2, g1 ← ψ (g2), u1 ← ψ (u2), andv1 ←
ψ (v2). Auth then publishes(g1, g2,u2, v2,w2) as its public-
key. Auth also publishes randomly selectsg,h ∈ G2 and
publishes them as public-key.

Second, a userU randomly selects its secret-keyq ∈ Z∗p,

and calculatesgq
2(thusgq

1 = ψ
(
gq

2

)
). U also generates a pair

(pkU , skU) of public-key and secret-key for some signature
scheme.U publishes(pkU) as its public-key.

Finally, an openerO randomly selectsξ1, ξ2 ∈ Z∗p as its

secret-key and computesU ← gξ1

2 , V ← gξ2

2 . O also pub-
lishes(U,V) as its public-key.

4.2 Credential Issuing Protocol

First, a userU creates signaturesigU ongq
2 usingskU . U

then sendsgq
2, sigU , andmas a message, for whichU wants

to obtain a certificate, to authorityAuth.
Upon receiving these data fromU, Auth verifiessigU by

using pkU , then signsm by using the signature scheme de-
scribed in Section 3.3. Namely,Auth creates the following

signature(σ, r, s), whereσ =
(
gm

1 gq
1u1vs

1

)1/(x+r)
. Auth then

sends the signature toU. The tuple is received byU as its
credentialCredcorresponding tom.
U then verifies whether the issued credential is a valid

signature onmandq,U calculatesα← w2gr
2, β← gm

2 gq
2u2vs

2

and verifiese(σ, α)
?
= e(g1, β) . Authwrites

(
σ, r, s,m,gq

2, sigU

)
in databaseDB wheneverAuth engages in the credential is-
suing protocol with users.

4.3 Credential Proving Protocol

After getting its credential,U proves the knowledge of
the credential to verifierV, instead of sending the credential
directly toV.
BL = (b1,b2, · · · ,bl) is aV’s current black-list of users

who acted something wrong (Auth can write and read, and
V can only readBL), wherebi (1 ≤ i ≤ l) ← gqi

2 (qi is thei-
th black-listed user’s secret-key).U encrypts its credential,
and sends the data, including an encrypted credential, data
unique to the user related to revocation toV as follows:
Step1:U randomly selectst1, t2, θ, ρ ∈ Z∗p, f , f̂ from G1,

and computesσ′ ← σ · gt1+t2
1 =

(
gm

1 gq
1u1vs

1

) 1
x+r · gt1+t2

1 , α′ ←(
w2gr

2

)θ
, β′ ←

(
gm

2 gq
2u2vs

2

)θ · α′t1+t2,d1 ← ψ (U)t1 ,d2 ←

ψ (V)t2 , χ← f q f̂ ρ and sends
(
σ′, α′, β′,d1, d2, χ, f , f̂ ,gρ2

)
to

V.

Step2:VerifierV verifiese(σ′, α′)
?
= e(g1, β

′) ande(χ,g2)
?
,

e( f ,bi) e
(
f̂ ,gρ2
)

for i (1 ≤ i ≤ l).
Step3:U has to prove toV thatU fairly created
(χ, σ′, α′, β′,d1, d2). Therefore,U proves the knowledge
for the following statement:PK{(q, ρ, θ, rθ, sθ, t1, t2) : χ =

f q f̂ ρ, α′ = wθ
2grθ

2 , β
′ =
(
gm

2

)θ
gqθ

2 uθ2vsθ
2 α
′t1+t2,d1 = ψ (U)t1 ,d2 =

ψ (V)t2}. We detail this proof of the knowledge inFigure.1.
Furthermore,U has to prove thatθ , 0 toV. There-

fore,U proves the knowledge for the following statement:
PK{(θ, rθ) : α′ = wθ

2grθ
2 , θ , 0}. Details of this proof of the

knowledge are the same inFigure.1.
Step4: If all verifications in step.2 holds and the proof
of knowledge is accepted,V finally outputsaccept, oth-
erwise outputsreject. Because blacklisted users cannot
both satisfy the latter verification instep.2and succeed in
the proof of knowledge inFigure.1, this protocol provides
the former way of credential revoking function described in
Section 2.3.1.

Figure.1
PK{(q, ρ, θ, rθ, sθ, t1, t2) : χ = f q f̂ ρ, α′ = wθ

2grθ
2 , β

′ =(
gm

2

)θ
gqθ

2 uθ2vsθ
2 α
′t1+t2,d1 = ψ (U)t1 ,d2 = ψ (V)t2}

Common input:
(
χ, f , f̂ , α′, β′, d1,d2

)
and public-key

Prover’s input: (q, ρ, θ, rθ, sθ, t1, t2)
Protocol:
Step1: U requestsV to start the protocol. V then
picks a random numberb, λ ∈ Z∗p and computesz ←
gbhλ(commitment ofb) and sendsz toU.
Step2: U randomly selectsR1, R2, R3, R4, R5, R6,
and R7 from Z∗p, and computesA ← f R1 f̂ R2, B ←
wR3

2 gR4
2 ,C ←

(
gm

2

)R3
uR3

2 vR5

2 α
′R6+R7,D ← ψ (U)R6 ,E ←

ψ (V)R7 , F ← gR1
2 ,G ← gR3

2 ,H ← gR1R3

2 and sends
(A, B,C,D,E, F,G,H) toV.
Step3: V sendsb, λ to U in order to open the commit-
ment.
Step4: U sends(Q1,Q2,Q3,Q4,Q5,Q6,Q7) to V such
that Q1 ← R1 + bq mod p,Q2 ← R2 + bρ mod p,Q3 ←
R3 + bθ mod p,Q4 ← R4 + b (rθ) mod p,Q5 ← R5 +

b (sθ) mod p,Q6← R6+bt1 mod p,Q7 ← R7+bt2 mod p.

Step5: V checks that f Q1 f̂ Q2
?
= Aχb,wQ3

2 gQ4

2
?
=

Bα′b,
(
gm

2

)Q3
u2

Q3v2
Q5α′Q6+Q7g(Q1Q3/b)

2 H1/bF−Q3/bG−Q1/b ?
=

C (β′)b ,

ψ (U)Q6
?
= Ddb

1, ψ (V)Q7
?
= Edb

2.

4.4 Credential Revealing Protocol

If verifier V finds that a user has misused its credential,
V informsO. O then reveals the credential of the user as
follows:
Step1:V sendsσ′,d1, andd2 toO, and asksO to reveal the
user who createdσ′.
Step2:O computesσ = σ′

d1
1/ξ1d2

1/ξ2
and searches the database

DB to identify the userU. O then sendsσ toV.
Step3:O proves the knowledge for the following statement:
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PK{(ξ1, ξ2) : U = gξ1

2 ,V = gξ2

2 , σ =
σ′

d1
1/ξ1d2

1/ξ2
}. We detail

this proof of the knowledge inFigure.4.
Step4:Auth finds

(
r, s,m, gq

2, sigU

)
in DB(they are related to

σ) and sends them toV.

V checkse
(
σ,w2gr

2

) ?
= e
(
g1,gm

2 gq
2u2vs

2

)
. V then finally

can find thatσ′ was created fairly byU, by usingpkU and
checking whethersigU is a valid signature ong2

q. This pro-
tocol provides the latter way of credential revoking function
described in Section 2.3.1.

Figure.2
PK{(ξ1, ξ2) : U = gξ1

1 ,V = gξ2

2 , σ = σ
′/
(
d1/ξ1

1 d1/ξ2

2

)
}.

Common input: Public key and(d1,d2, σ, σ
′)

Prover’s input: (ξ1, ξ2)
Protocol:
Step1: O picks random numbersR1, R2 ∈ Z∗p, computes

Y1 = gR1
1 ,Y2 = gR2

1 ,X1 = d1/ξ1

1 ,X2 = d1/ξ2

2 ,Y3 = XR1
1 ,Y4 =

XR2
2 , and sends these data toV.

Step2:V sends a random numberb ∈ Z∗p to Auth.
Step3: Auth sends(c1, c2) to V such thatc1 ← R1 +

bξ1 mod p, c2← R2 + bξ2 mod p.

Step4: V checks thatgc1
1

?
= Y1Ub,gc2

2
?
= Y2Vb,Xc1

1
?
=

Y3db
1,X

c2
2

?
= Y4db

2, σ
?
= σ′/X1X2.

If it holds,V outputsaccept, otherwise outputsreject.

5 Security

In this section, we refer to the security of our proposed
anonymous credential system.

5.1 Unforgeability

Theorem.2If the basic signature scheme is(qAuth, τ, ϵ)-strongly
existentially unforgeable against chosen message attacks,
then our proposed anonymous credential system is

(
τ′,q′Auth, ϵ

′
)
-

unforgeable, provided that

1
16

(
1− 2e

ϵ′
−2(1−ϵ′) n

)4 (
1− 2e

ϵ′
−2(2−ϵ′) n

)4
≥ ϵ,

2τ′′ + Θ (T) ≤ τ,q′Auth ≤ qAuth.

Sketch of Proof: Let us assume that our system is(τ′,qAuth, ϵ
′)-

forgeable. Thus,U can forge(σ′, α′, β′,d1,d2) that satisfies
a verifierV’s equation in the credential proving protocol
with (τ′,qAuth, ϵ

′). We then construct an extractorE which
outputs the original credential(σ, r, s) andU,V. The advan-
tage is estimated above by using heavy-law lemmma and
Chernoff bound.

5.2 Anonymity and Unlinkability

Theorem.3 If the (τ, ϵ)-Decision Linear Assumption holds
in G2 then our proposed anonymous credential system with
revocation is(τ′, ϵ′)-anonymous-and unlinkable, provided
thatϵ′ ≥ 2ϵ, τ′ ≤ τ

Sketch of Proof: AssumeAdv is an adversary that(τ′, ϵ′)-
breaks the anonymity and unlinkability of our proposed anony-
mous credential system with revocation. We construct an

algorithmA that, by interacting withAdv, solves the Deci-
sion Linear Problem in timeτ with advantageϵ.

AlgorithmA is given random instance
(
U,V,g2,U t1,Vt2, η

)
of the Decision Linear Problem. ThenA acts two usersU0

andU1, and plays the game described in Section 2.3.2 with
Adv.

Finally,Adv outputs bitd′. If d′ = d,A outputsyes(guesses
η = gt1+t2

2 ). Else(ifl′ , l),A outputsno. Pr
[A (U,V, g2,U t1,Vt2,gt1+t2

2

)
=

yes : U,V, g2,
R←− G1, t1, t2

R←− Z∗p
]

is at least1
2 ·
(

1
2 + ϵ

′
)
.

Pr
[A (U,V,g2,U t1,Vt2, η

)
= yes : U,V,g2, η

R←− G1, t1, t2
R←−

Z∗p
]

is 1
2 ·

1
2.

Thus,AdvLinear is at leastϵ
′

2 .

5.3 Traceability

Theorem.4If the basic signature scheme is(qAuth, τ, ϵ)-strongly
existentially unforgeable against chosen message attacks,
then our proposed anonymous credential system is

(
τ′,q′Auth, ϵ

′
)
-

traceable, provided that1
8

(
1− 2e

ϵ′
−2(1−ϵ′) n

)3 (
1− 2e

ϵ′
−2(2−ϵ′) n

)3
≥

ϵ, 2τ′′ + Θ (T) ≤ τ

Sketch of Proof: AssumeAdv is an adversary that
(
τ′,q′Auth, ϵ

′
)
-

breaks the traceabiblity of our proposed anonymous creden-
tial system with revocation. We construct an extractorE
that, by interacting withAdv, can forge the basic signature
scheme in timeτ with advantageϵ, whereq′Auth is the maxi-
mum number of queries made byAdv.
E can extract(σ, r, s) in the same way as the proof of

Unforgeability , and the tuple does not correspond to that
of any user in the authority’sDB. Therefore,(σ, r, s) is the
forgery of the basic signature scheme.

5.4 Non-frameability

Theorem.5 If the user’s signature scheme is(qAuth, τ, ϵ)-
existentially unforgeable against chosen message attacks and
the discrete logarithm problem inG1 is (τ′, ϵ′)-hard, then
our proposed anonymous credential system with revocation
is
(
τ′′,q′′Auth, ϵ

′′
)
-non-frameable, provided that

1
16

(
1− 2e

ϵ′′
−2(1−ϵ′′) n

)4 (
1− 2e

ϵ′′
−2(2−ϵ′′) n

)4
≥ ϵ′,

ϵ′′ ≥ ϵ,min
(
τ′−Θ(T)

2 , τ
)
≥ τ′′.

Sketch of Proof: AssumeAdv is an adversary that(τ′, ϵ′)-
breaks the non-frameability of our proposed anonymous cre-
dential system with revocation. We then construct an algo-
rithmA that, by interacting withAdv, breaks the unforge-
ability of the user’s signature scheme or the discrete loga-
rithm problem.

AlgorithmA is given random public-keypkU of the user’s
signature scheme and parametersg2,g

q
2 ∈ G2 of the discrete

logarithm problem. It generates the components of the cre-
dential public key, the authority’s key, the opener’s key,i.e.,

picks randomx, y, z, ξ1, ξ2
R←− Z∗p and computesg1← ψ (g2),

w2 ← gx
2,u2 ← gy

2, v← gz
2,U ← gξ1

2 ,V ← gξ2

2 . It then pro-
vides toAdv the credential public-key(g1,g2,w2,u2, v2,U,V),
the authority’s secret-keyx, and the opener’s secret-key(ξ1, ξ2).

5



Table 1: Comparison

CL01[3] Our proposed system with revocation

Assumption strong RSA, DDH SDH
Size of pk 10 elements 8 elements
Size of sk 7 elements 5 elements
Size ofCred 3 elements 3 elements
Size of proof 9 elements 42 elements
Size of open 15 elements 15 elements
Operations to Issue 1 exp 4 exp

(creating pseudonym 8 exp, PoK of 12 values)
Operations to Verify 1 exp 1 pairing+ 2 exp
Operations to Prove 9 exp 20exp,l + 1 pairings

(l:number of black-listed user)
Operations to Reveal 14 exp 12 exp, 1 pairing

Adv first generates its secret-key as a user, and creates its
credentialCredAdv on m. Adv then executes the credential
proving protocol ofσAdv with an honest verifierV. Even-
tually, Adv employs the credential revoking protocol with
V, and creates accepted proof ofV thatU, who is an hon-
est user, produced the proof ofCredAdv. This meansAdv
outputs

(
σ, r, s, sigU ,g

q
2,m
)

that is acceptable byV asU’s
proof ofCredAdv.

If sigU is a forgery, the theorem is proven and advantage
ϵ′′ ≥ ϵ. If sigU is not a forgery,gq

2 is surely the value sent
byU to theAdv. It is then possible forA to let Adv exe-
cute the credential proving knowledge twice and extractq
in the same way as the proof ofUnforgeability of our pro-
posed anonymous credential systems, with the maximum
timeτ′ ≥ 2nτ′′ + Θ (T) and the advantage

1
16

(
1− 2e

ϵ′′
−2(1−ϵ′′) n

)4 (
1− 2e

ϵ′′
−2(2−ϵ′′) n

)4
≥ ϵ′.

5.5 Comparison

We turn now to the efficiency of our anonymous creden-
tial system. We show a comparison of our system with revo-
cation and the existing system[3] in Table.1. “Size of proof”
means the total numbers of data thatU andV transmit to
each other in the credential proving protocol. “Operations to
Verify” means the number of operations user needs to ver-
ify the credential received from an authority. “Operations to
Prove” means the number of operations user needs to prove
the possession of the credential to a verifier. “Size of open”
means the total numbers of data whichV andO transmit to
each other in the credential revealing protocol. “Operations
to Reveal” is also added from Table.1 in our system with
revocation. Our system with revocation seems to be less ef-
ficient than the existing system with revocation because of
providing two types of revocation.

6 Conclusion

We presents the anonymous credential system with re-
vocation. The system is secure under the standard model.
It seems less efficient than the existing system[4](See Ta-
ble.1), but we provide two ways of revocation:

Rejecting black-listed users and Revealing the user’s iden-
tity who acted wrong.
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