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An Efficient Anonymous Credential System with Revocation

Norio Akagi* Yoshifumi Manabe Tatsuaki Okamoto

Abstract— An anonymous credential is one of the most important notions to counter some of the privacy
problems with identity certificates. This paper proposefinient anonymous credential system that is provably
secure in the standard model(i.e., without random oracle model). In our system, an user gets a proof of identity
from an authority by using the signature scheme from bilinear maps, and proves knowledge of the signature to
a verifier by using a three-move Interactive identification scheme. Our system also has two credential revoking
functions. First, there exists an opener that can reveal the identity of the user, who proved its credential to the
verifier. Second, the verifier can reject the user’s challenge of proof of its credential in advance if the user acted
wrong and is blacklisted by the authority.
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1 Introduction 2 Preliminaries

The concept of anonymous credential systems was intro2.1  Notation
duced by Chaum[5], and many researchers since then have \we will use the notatioPK as follows:
proposed anonymous credential systems in order to counter

some of the _privacy ﬂﬁqulties relgted to iden_tity gertifi- PK{(a,B) : y = g°H)
cates, and to implement ideal physical credentials, like entry
certification, driver’s licenses, and so on. denotes a “zero-knowledge proof of Knowledge of integers

The basic properties of any anonymous credential systen¥ andg such thayy = g"h wherey, g, andh are elements

are as follows: It should be impossible for a user to forge 0f some grouis = (g) = (h).

a credential for it. Credentials also must be anonymous, »

thus, a verifier cannot learn anything about the user when ig-2  Bilinear Groups

proves its credential to the verifier. Finally, the system is ex- This paper follows the notation regarding bilinear groups
pected to befficient. There are three basic protocols; Key given in [1, 2]. Let(G4, G) be bilinear groups as follows:
Generation, Credential Issuing, Credential Proving. The de-
tails of the history and motivation behind anonymous cre-
dentials can be found here [7].

A credential revoking function is desirable in anonymous
credential systems. One of the existing anonymous creden- o g1 is a generator of; andg, is a generator ofi,,
tial systems with revocation can reveal the user’s identity
if the user misuses the credential[3], and is based upon the 3. y is an isomorphism fron®, to G1, with y (g2) = 0.
strong RSA assumption and Decisionafiigi-Hellman as-
sumption. There is another existing anonymous credential
system with revocation[9], which enables a verifier to reject
black-listed users. This system is based uponcHsDH e (Bilinear): for allu € Gy, v € Gy, for all a, b
assumption and Decisional fie-Hellman assumption, and €Zs, e(ua’ Vb) = e(u,v)®
uses random oracle model. We also propose an anonymous
credential system with revocation, which provides both of
above function of revocation, and is unforgeable under the
g-SDH assumption, and is anonymous-and-unlinkable un- o (Efficient): e, y and the group ifG1, G, andGy
der the Decision Linear Mie-Hellman assumption(the De- can be computedf&ciently.
cision Linear assumption) without random oracle model.

1. G, and G, are two cyclic groups of prime ordey,
where possiblyG, = Gy,

4. eis anon-degenerate bilinear mapG; x G, — Gr,
where|Gy| = |G| = |Gt| = p, i.€.,

¢ (Non-degenerate)e(g:,92) # 1 (i.e.,e(01,02)
is a generator ofiy),

2.3 Anonymous Credential System

In this section, we outline the protocols and the security
of anonymous credential systems.
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2.3.1 Definition of Anonymous Credential System with Adv then forgesCred which is a credential om. mis

Revocation data which has not been chosen &gy yet. Finally Adv

An anonymous credential system consists of parties whicRndV execute the credential proving protocolifed, and
are users, authorities, verifiers, and openers. An anonymoud’ Outputsaccept or reject.

credential system performs the following operations. If the probability that}’ outputsaccept at the end of the
protocol is at most, the anonymous credential system is
Key Generation: (7, gauth, €)-unforgeable.

An authorityAuth, an userl{, and an opene®, given secu- . . -
rity parameter 4, outputs respectively a pair of public-key Anonymity and Unlinkability :

and secret-key. An anonymous credential system should provide user pri-
vacy. It should be impossible for a verifi@f and an au-
Credential Issuing Protocot thority Auth to find anything about a use#(, except the

U has some kind of data that?/ wants to obtain a certifi-  fact that?/ has some set of credentials, everifcooper-
cate for. Examp|es ah are properties such as “be|ongs to ates with other verifiers or aUthOfitieS(thiS feature is called
some University”, “is over the age of 20.” or rights such as ahonymity). In particular, two credentials belonging to the
"can access the secure room”. Hawth detects whether ~Same usef/ cannot be linked by}’ andAuth(this feature
mis valid or not with regard td/ is outside this protocol. is called unlinkability).

U executes the credential issuing protoco| forwith We merge these two properties into one definition of se-
Auth by using user’s inpu[n, user’s Secret-key’ and author- Curity. AnonymOUS credential systems should have the prop-
ity's secret-key. At the end of the protocdlf obtains a  erty of (r, €)-anonymity-and-unlinkability. The formal defi-
credentialCred, corresponding ton. Auth has a database Nition is as follows.

DB to record the data used in the credential issuing protocol There is an adversamdv that plays the role of a veri-

with 2. An openeiO can read but cannot writs. fier and an authority. Let us introduce the following game
amongAdv and two honest usefy and;.

Credential Proving Protocol:

) ) 1. Adv outputs its public-key.
After U obtains the credential of, 2/ executes the creden-

tial proving protocol ofm with a verifierV, that proves the 2. Adv engages in the credential issuing protocolof
user’'s possession Gired. with two users@y and{;. These two users employ
BL is aV'’s current black-list of users who acted wrong the same datam, to obtain credentials.

outside the protocolsA(ith can write and read, ard can
only readBL). If U/ is black-listed{V outputsreject. Thus,
V outputsaccept if U is not listed onBL and can prove
that it really has a validred, otherwise outputseject at

3. (a) Adv engages in the credential proving protocol
with Uy and ;. Adv can execute this protocol
a polynomial number of times.

the end of the protocol. (b) d € {0, 1} is chosen randomlyl{y andAdv ex-
ecute the credential proving protocaldv also

Credential Revealing Protocol can execute this a protocol polynomial number

O can trace a credential to the user that showed the creden- of times. Next, Adv can execute 3(a) again.

tial. WhenV notices thatl{ acts wrong after it finished (c) Adv outputsd’ € {0, 1}, which is supposed to be

proving knowledge of its credenti@ked to V, V requests the adversary’s guess of valde

to an opene to identify the’s credential. O and V . , i ,
then executes the credential revealing protocol by using it the probability thatl” = dis 1/2 + ¢, then the adversary’s
secret-key an®B and reveals that/ is the one who chal- advantage is defined to ke The anonymous credential sys-
lenged the accepted proof of ed. tem is said to bér, €)-anonymous-and-unlinkable if the ad-

vantage of any adversary, whose running time is at most
2.3.2 Security of Anonymous Credential System with  is at moste.
Revocation

In this section, we refer to the definition of the security of Traceability: _
the basic anonymous credential system. The security of thd raceability demands that a uséf is unable to produce

basic anonymous credential system is defined as follows. @ credential such that either the honest opedeleclares
itself unable to identify the origin of the credential, @r,

Unforgeability: believes it has identified the origin but is unable to produce

U cannot forge a valid credenti@ted on any value unless @ correct prOOf of its claim. The formal definition is as fol-

Cred was issued bywuth. We show a more formal defini- |ows. _ o
tion below. Let Adv be an adversary, which runs in time at most

Let us Consider the fo”owing game_ Latdv be an ad_ CorruptS users and interaCtS Wﬁhth on their behalf Now
versary, which has no information about the secret-key ofAdv issues credentigired onmwith Auth, and proves cre-
Auth. Adv runs in time at most. It first executes the cre- dential toV. If the probablllty that fails in the credential
dential issuing protocol withuth at mostgaun times, and ~ revoking protocol ofCred is at moste, the anonymous cre-
obtains valid credentials of adaptively chosen messages. dential system with revocation (s, e)-traceable.



Non-frameability :
An openerO is unable to create a proof, accepted By

where the probability is taken over the random choices of
02 € Gy, X,y € Z, and the coin tosses ™.

that an honest user produced a certain valid proof of the
credential unless the user really did produce the proof of theDifinition.2 AdversaryAdv (r, €)-breaks theg-SDH prob-

credential. The formal definition is as follows.

lem if Adv runs in time at most andAdvspy () is at least

Let Adv be an adversaryl{ be an honest user that does €. The(q, 7, €)-SDH assumption holds if no adversargv

not produce an accepted proof of the crederttigdd to an

honest verifierV. Now Adv, who acts as a user and an

opener, whose running time is at masffirst provesCred

to v in the credential proving protocol, and then tries to

(7, €)-breaks the;-SDH problem.

3.2 The Decision Linear Dffie-Hellman Assumption
Let G, be the cyclic group of prime ordgx. Letu, v, hbe

prove toV that U is the user that produced the accepted generators of3;. The problem inG; is defined as follows:

proof of Cred in the credential revoking protocol. If the
probability ofAdv’s success is at mosf the the anonymous
credential system with revocation(is €)-non-frameable.

2.4 Definition of Secure Signature Schemes

In this section we recall the standard notion of security,
existential unforgeability against chosen message attacks[1§1. & b Z Zp] - Pr

Givenu, v, h, U, V°, h® € G, as input, outpuyes if a+b = ¢
andno otherwise.

Algorithm A has advantag@dv, inear in deciding the De-
cision Linear problem iG; if

R
Adeinear — |Pr[A (u,v, h, U2, \, ha+b) = vyes : UV, h «

ﬂ(u,v, h,ua,vb,n) —yes:uv,hp&

as well as a slightly stronger notion of security for a signa- Giab R Z:].
ture scheme: strong existential unforgeability against cho-

sen message attacks[6]. To define existential unforgeabilitypifinition.3 The (, )-Decision Linear Difie-Hellman As-

we introduce the following game among adversaty and
honest signes.

1. Key setup:
Run key generation algorithi@ (1") to obtain a pair

of public-key and secret-key, (pk, sk). pk is given to

adversana, and (pk, sk) is given to signes.

2. Queries to signing oracle:
Adv adaptively requestS (or signing oracle) to sign
on at mostgs messages of his choiasy, ..., My, S
responds tan with a signaturer; = S (sk my).

3. Output:
Eventually,Adv outputs pai{m, o). a wins the game
if
(@) (m o) is not any of(m, o) (i = 1, ...
(b) V(pk, m, o)=accept.
We defmeAdv””f"rge to be the probability thaadv

,0s)

wins the ahove game, taken over the coin tosses madg€lects(r. s) from Z, and computes™ « (gPuy;

by Adv, G, andS.

Definition.1 (Strong Existential unforgeability) Adversary
Adv (t, gs, €)-forges a signature schemeailv runs in time
at most, Adv makes at mosis queries taS, andAdvy °%®

sumption (the Decision Linear Assumption) holdsGn if
no r-time algorithm has advantage of at leash solving
the Decision Linear Problem i@;.

3.3 Basic Signature Scheme

We now describe a signature scheme[8] that is strongly
existentially unforgeable against chosen plaintext attacks,
and this scheme is a fundamental element of the creden-
tial issuing protocol of our proposed anonymous credential
system.

Key Generation:

Randomly select generatogs, Uy, Vo € G, and sety; «
W (92), U « ¥ (W), andvy « ¢ (v2). Randomly seleck
€Zy and computev, « g3 € Ga. (91, g2, Wa, Uz, Vo) is the
public-key andx is the secret-key.

Signature Generation:

Letme Zj, be the message to be signed. Sigiieandomly
1/(x+r)

Here Y(x + r) modp (and m/(x + r) modp and s/(X + r)
modp) are computed. In the unlikely event that-r = 0
modp, we try again with a dferent randonr. (o,r,9) is
the signature omm.

Signature Verification:

is at least. A signature scheme (8, gs, €)-strongly- eX|stent|aII§?=-lVen public-key(g1, Gz, W2, Uz, V2), messagen, and signa-
unforgeable under adaptive chosen message attacks if no atire (o.r, s), check thaim, r, s€ Z;,, ¢ € Gy, o # 1, and

versaryAdv (r, gs, €)-forges the scheme.

3 Assumptions and Basic Schemes
3.1 Strong Diffie-Hellman (SDH) Assumption

Let (G1,Gy) be bilinear groups (introduced in Section

2.1). The problem if{G4, G») is defined as follows: given

the(q + 2)- tuple(gl, 92,05 ... 05 )as input, output pa(rg“ c)

wherec € Z;,. Algorithm A has advantage\dvs pu(Q), in
solvingg-SDH in (G4, Gy) if

Advsph(q) « Pr [»7( (91, 92,95, - O ) = (9” C)]

e(o, wag)) 2 e(g1, guV3). If they hold, the verification
resultisvalid, otherwiseinvalid.
Theorem.1Security of the Basic Signature Scheme[8]
If the (gs + 1,7/, €')-SDH assumption holds i@; andGo,
the basic signature schemdsgs, €)-strongly existentially-
unforgeable against adaptively chosen message attacks, pro-
vided that

€>30s€,7<T - ®(q%T) ,

whereT is the maximum time for a single exponentiation in
G1 andGs,.



4 Proposed Anonymous Credential System Wlthlﬁ (V)2.x « fafr and sendéo’,a’, 8, 0. dp. x. f. f, g5 to

Revocation

In this section, we describe the construction of the pro-
posed anonymous credential system. We use a bilinear gro
pair (G1, G,) with a computable isomorphism as in Sec-

tion 2.2. We assume the basic signature scheme is strongly:’
existentially unforgeable against chosen message attacks an

the Strong Difie-Hellman assumption holds i&,. We use

the basic signature scheme in the credential issuing protocak (V)*?}

of our proposed system.

4.1 Key Generation

First, an authorityAuth randomly selects its secret-key
X € Zy,. Auth then randomly selects generatggsu,, v» €
G and setsw, < g3, g1 « ¥ (92), U1 « ¢ (Up), andvy «
¥ (Vo). Auth then publishe$g:, 9o, Uz, Vo, W5) as its public-
key. Auth also publishes randomly seleash € G, and
publishes them as public-key.

Second, a uset/ randomly selects its secret-kqy Z¥,

and calculate:\sjz(thusg1 Vi (gz)) U also generates a pair
(pkyu, sky) of public-key and secret-key for some signature
scheme U publisheqpky) as its public-key.

Finally, an openeO randomly selectgs,&; € Zj as its

secret-key and computés « gfl, V « g‘gz. O also pub-
lishes(U, V) as its public-key.

4.2 Credential Issuing Protocol

First, a usefl{ creates signaturgigy on g‘z‘ usingsk,. U
then sendgg, sigy, andmas a message, for whidd wants
to obtain a certificate, to authorityuth.

Upon receiving these data frotd, Auth verifiessigy by
using pky, then signan by using the signature scheme de-
scribed in Section 3.3. Namelyuth creates the following

signature(o, 1, s), whereo = (gg‘ggulvi)l/(xm . Auth then
sends the signature 4. The tuple is received by/ as its
credentialCred corresponding ton.

U then verifies whether the issued credential is a valid

signature omandq, U calculatesy « w»g}, 3 « gg"gguzvg

and verifie® (o, @) = e(gy, §) . Auth writes(o, 1, s, m, g3, sigy)
in databas®B wheneveruth engages in the credential is-
suing protocol with users.

4.3 Credential Proving Protocol

After getting its credential{/ proves the knowledge of
the credential to verified’, instead of sending the credential
directly toV.

BL = (by, by, - ,b) is aV’s current black-list of users
who acted something wron@y{th can write and read, and
<V can only readBL), whereb; (1 <i <) « gg‘ (g is thei-
th black-listed user’s secret-keyl{ encrypts its credential,

Lg%f

Step2 Verifier V verifiese(o”, @) = e(gl, "y ande(x, g2) ;t
b)e f g‘; for|(1<| .

ep3: U has to prove toV that fairly created
,o',a/,8,d;,dp). Therefore, U proves the knowledge

0(5 the following statementPK{(q, o, 0,16, $9,t1,t2) : x =
qu @ = ngz B = (gz> gz ugvsg it dy = (U)tl d =
. We detail this proof of the knowledge Figure.1.
Furthermorefu has to prove tha# # O to V. There-
fore, U proves the knowledge for the following statement:
PK{(6,10) : &/ = Wiy, 6 # O}. Details of this proof of the
knowledge are the same figure.1.
Step4: If all verifications in step.2 holds and the proof
of knowledge is acceptedy finally outputsaccept, oth-
erwise outputsreject. Because blacklisted users cannot
both satisfy the latter verification istep.2and succeed in
the proof of knowledge ifrigure.1, this protocol provides
the former way of credential revoking function described in
Section 2.3.1.

Figure.1
PK{(a,p,0,10, 0, t1,tp) 1 x = f9f7, 0’ = Wigy, B’ =

(gg])é‘ ggeug\/gqa't]ﬁtz’ dl = lp (U )tl , d2 — w (V)tz}

Common input: (x, f, f,a’, 8, dy, d2) and public-key
Prover's input: (q,p, 6, r, 0,11,12)

Protocol:

Stepl: U requestsV to start the protocol. V then
picks a random numbeb, 1 € Zj and computeg «
g°h'(commitment ob) and sendg to /.

Step2: U randomly selectsR;, Ry, Rs, R4, Rs, Rs,
and R; from Z;, and computesA « fRfR B

WEG.C () VB D« y(U)YE
y(VFF « g¥G « g H « g and send
(A,B,C,D,E,F,G,H)toV.

Step3: V sendsb, A to U in order to open the commi
ment.

Step4: U sends(Q1, Q2, Qs3, Q4, Qs, Qs, Q7) to V such
thatQ; « Ry + bgmodp,Q, « Ry + bo modp, Qs «
R + b modp, Qs « Ry + b(rd) modp,Qs « Rs +
b (s9) mod p, Qs «— Rs+bt; mod p, Q7 « R;+bt, mod p.
Step5: <V checks thatf@fe 2 Ay wgd
Ba'®, (grzn)Q3 Up Qv &/ Qe+ g/ DR -Qo/bG-Qu b 2
c®)’,

(W) 2 Dy (V)@ 2 Ed.

t

4.4 Credential Revealing Protocol
If verifier V finds that a user has misused its credential,

and sends the data, including an encrypted credential, dat®’ informs 0. O then reveals the credential of the user as

unique to the user related to revocatiorflitaas follows:
Stepl: U randomly selects, tp, 0, p € Zy, f, f from Gy,

i+t _ (g]_ glulvs) x+r g;_ﬁ—tz

(WZQQ) B = (QZQZUZVS) catt dp — g (U),dy

’

and computes”’ « o - g; a —

follows:

Stepl:V sendsr’, dy, andd, to O, and ask® to reveal the
user who created’.

Step2:0 computesr = m and searches the database
DB to identify the usefi{. O then sends- to V.

Step3: O proves the knowledge for the following statement:



PK{(¢1.&) 1 U = ¢&,V = .o = W}. We detail  algorithmA that, by interacting wittAdv, solves the Deci-

this proof of the knowledge iRigure.4. sion Linear Problem in time with advantage.
Step4: Auth finds(r, smgj. Sigu) in DB(they are relatedto  Algorithm A is given random instand®J, V. gz, U™, V'2,7)
o) and sends them t&’. of the Decision Linear Problem. Thefi acts two usersg{,
Y checkse(a-, Wzgrz) 2 e(ggl’ g;“gguzv;). V then finally and, and plays the game described in Section 2.3.2 with
can find that’” was created fairly byi/, by usingpky, and Adv.

checking whethesigy is a valid signature og,®. This pro- Fintiltlzy, Adv Ou_thUtS bid'. If d’ = d, A 0UtpUt$’eS(QU?SS?S -
tocol provides the latter way of credential revoking function 7 = 9z ) Else(ifl” # 1), A outputsno. Pr[A (A AURVEN-SE

described in Section 2.3.1. ves : U V.0, & Gp ity & Z:]is at least} - (% " 6/).
R R
Figure.2 PrlA (1U,\l/,gz, Uk, V2, 5) =yes : U, V.02, < G, ty, tp

PK(6n.62) 1 U = gV = 6.0 = o'/ (o)), Zplis 3+ 3.

Thus,AdV inear IS at leasts .
Common input: Public key andds, dz, o, o)

Prover's input: (£1,&2) 5.3 Traceability

Protocol: Theorem.4lf the basic signature scheme@gum, 7, €)-strongly
Stepl: O picks random number,, R; € Z, computes existentially unforgeable against chosen message attacks,
Y=g Yo = g Xo = A X = 0y, Vs = XY, = then our proposed anonymous credential syste(m,iqguth, e’)—
X, and sends these data'to _ PERY: s \3
Step2:V sends a random numbiee Z;, to Auth. traceable, provided th%t(l - 279 ) (1 - 27 ) 2

Step3: Auth sends(cy, ¢;) to V such thatc; « Ry + 2t +0O(T) <7

b&; mod p, ¢; « Ry + bé; mod p.

Stepa: V checks thag? 2 Y,UP,gZ 2 Y,vo,x& Z|  Sketchof Proof Assumeadv is an adversary thét’, o 52-
breaks the traceabiblity of our proposed anonymous creden-

tial system with revocation. We construct an extraor

that, by interacting wittAdv, can forge the basic signature

. scheme in time with advantage, whereq,, ,, is the maxi-

5 Security mum number of queries made Bgv.

In this section, we refer to the security of our proposed & can extract(o,r, s) in the same way as the proof of

anonymous credential system. Unforgeability, and the tuple does not correspond to that
of any user in the authorityBB. Therefore,(o, T, S) is the
forgery of the basic signature scheme.

?

Yad?, X 2 Vb, o 2 o /Xy Xo.
If it holds, V outputsaccept, otherwise outputseject.

5.1 Unforgeability

Theorem.2If the basic signature scheme@gu, 7, €)-Strongly .
existentially unforgeable against chosen message attackdheorem.5 If the user’s signature scheme (gaun. 7. €)-

then our proposed anonymous credential syste{m,iq;um, 6,)_ existe_ntially unforgeable against_chqsen/mt?ssage attacks and
unforgeable, provided that the discrete logarithm problem i@, is (¢, €’)-hard, then

1 AN Cn\é our proposed anonymous credential system with revocation
16 (1 — 27 ) (1 — 287 ) = is (7, o,y €”)-nON-frameable, provided that
2t +0O(T) <, q;\uth < Jauth-

5.4 Non-frameability

Y Y
& (1- 267" (1- 267" > ¢,
Sketch of Proof. Let us assume that our systen(dS Qautn, €')- ¢ > ¢, min("‘g’(T), T) —
forgeable. Thusi/ can forge(o’, o/, 8, d1, dy) that satisfies

a verifier V's equation in the credential proving protocol sketch of Proof AssumeAdv is an adversary that’, €')-
with (7’, dautn, €). We then construct an extract8rwhich  preaks the non-frameability of our proposed anonymous cre-
outputs the original credenti@r, r, s) andU, V. The advan-  dential system with revocation. We then construct an algo-
tage is estimated above by using heavy-law lemmma angithm 7 that, by interacting wittAdv, breaks the unforge-
Cherndf bound. ability of the user’s signature scheme or the discrete loga-
rithm problem.

Algorithm A is given random public-keplky of the user’s
Theorem.3If the (r, €)-Decision Linear Assumption holds signature scheme and parameg;r,gg € G, of the discrete
in G, then our proposed anonymous credential system witHogarithm problem. It generates the components of the cre-
revocation is(7’, €')-anonymous-and unlinkable, provided dential public key, the authority’s key, the opener’s key,i.e.,

thate’ > 26,7 <7 picks randorx.y. . £1. &, R Z;, and computeg: < v (gs),
Wy — Q5 Up < g5,V — g5 U « g5,V « gi. It then pro-

Sketch of Proof. AssumeAdv is an adversary thdt’, €')- ides toAd the credential public-Kefgy. gp. Wz, Up. vz, U. V)

breaks the anonymity and unlinkability of our proposed anonﬁ!I thority’ K dth g ;
mous credential system with revocation. We construct an € authority's secret-key, and the opener's secret-key., £2).

5.2 Anonymity and Unlinkability



Table 1: Comparison

| CLO1[3] | Our proposed system with revocation

Assumption strong RSA, DDH SDH

Size of pk 10 elements 8 elements

Size of sk 7 elements 5 elements

Size ofCred 3 elements 3 elements

Size of proof 9 elements 42 elements

Size of open 15 elements 15 elements

Operations to Issue | 1 exp 4 exp

Operations to Verify
Operations to Prove

lexp
9 exp

Operations to Reveal 14 exp

(creating pseudonym 8 exp, PoK of 12 values)

1 pairing+ 2 exp

20exp,| + 1 pairings
(I:number of black-listed user)
12 exp, 1 pairing

Adv first generates its secret-key as a user, and creates if8€jecting black-listed users and Revealing the user’s iden-
credentialCredaq, on m. Adv then executes the credential tity who acted wrong.

proving protocol ofoaqy With an honest verifief¥. Even-

tually, Adv employs the credential revoking protocol with References

V, and creates accepted proofBfthat?/, who is an hon-
est user, produced the proof 6fedag,. This meansidv
outputs(c- 1, s, sigy, g, m) that is acceptable by’ as/’s
proof of Credagy-

If sigy is a forgery, the theorem is proven and advantage]2]

€’ > e. If sigy isnota forgery,gg is surely the value sent
by U to theAdv. It is then possible forA to let Adv exe-
cute the credential proving knowledge twice and extpct
in the same way as the proof bihforgeability of our pro-

posed anonymous credential systems, with the maximum

timer’ > 2nt” + © (T) and the advantage
1 AN o
1_6 (1 — 2e72 1-¢"7) ) (1 _ 2e72]275"i ) > E,.
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