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Abstract— Matching algorithms are most commonly explained using the state of proposals between
two groups such as male and female where each participant creates his/her own preference list by
knowing some information regarding the other participant. However, the history of the proposals
during the execution of the algorithm is known to everyone, which makes the stable matching algorithm
vulnerable to manipulation.

Private matching algorithms were proposed to output a matching result without revealing any
information and show only the matching result to all participants. Still, in these algorithms, both
parties need to know some information regarding participants or reveal some of their own attributes
before the matching begins.

To resolve the problem, we propose a new private matching algorithm using a predicate encryption,
in which each male participant uses his own information and the information demanded from female
participants as input, while each female participant uses her condition/demanded information as input
for matching. If the inputs from both participants are satisfied each other, then the algorithm outputs

the results of the matching only to those who are paired/matched.

Keywords: private matching algorithm, predicate encryption, attribute hiding, inner product.

1 Introduction

Matching algorithms are often used for matching med-
ical students to their first hospital assignments, em-
ployers who want to find jobs in companies, and cou-
ples.

In 1962, Gale-Shapley [GS62] presented a novel frame-
work for solving the stable matching problem. The al-
gorithm itself is very simple, by using the lists of pref-
erence from male and female to find a stable matching
result. However, in the Gale-Shapley stable matching
algorithm, the history of the engagements during the
execution of the algorithm is known to everyone, which
negates the privacy of each rejected person and leaves
the history open to all participants. This leads that
the stable matching algorithm is vulnerable to manip-
ulation [GI89]. Under certain circumstances, partici-
pants with the knowledge of the preference lists of other
participants have incentives to change their own true
preference list. In order to output a stable matching
result without revealing any information, we need a se-
cure protocol that shows only the matching result to all
participants, which is called a private stable matching
algorithm. By adopting the Gale-Shapley algorithm,
Golle [Go06] and Franklin-

Gondree-Mohassel [FGMOT7] presented their own vari-
ant of a private stable matching algorithm.

However, in these matching algorithms [GS62] [Go06]
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[FGMO7], there is one big problem in privacy. In or-
der to make the preference lists, participants need to
know some information about the other participants.
Therefore, both parties need to reveal some of their
own attribute before the matching begins. In this pa-
per, we propose a new private matching algorithm in
which both parties can find their matching result with-
out showing their own attributes or conditions to any
other participants.

In our algorithm, in finding the best mate for male
and female, each male is required to input his attribute,
for example, ”Nationality”, ”Job”, ”Salary”, ”Hobby”,
etc; while each female is required to input her condition
of male to be paired. At the same time, each female
can input her attribute while each male is required to
input her condition of female to be paired. E.g male
Az has attributes ”Nationality = Japan”, ”Salary = 4
million yen” , and "Hobby = Golf AND Travel ”. On
the other hand, female By has the condition ” National-
ity = Japan OR USA”, ”Salary = more than 3 million
yen” and "Hobby = Travel”. In this example, male A3
will be automatically coupled with female Bs.

In our matching algorithm, the conditions and at-
tributes are represented by vectors. Below is an ex-
ample of vector conversion. Considering all nationality
that is demanded by female is ”Japan”, "USA” and
”China” then the attribute of a male participant is
Japan , then the attribute vector becomes z; = (10 0
), the attribute of a male participant is USA, then the
attribute vector becomes @; = (0 1 0 ), the attribute
of a male participant is USA, then the attribute vector
becomes z; = (0 0 1 ). On the other hand, the condi-
tion of a female participant is (Japan OR USA) then



the condition vector becomes v; = (00 1 ). By do-
ing this, when the attributes and conditions match, the
inner product of attribute vector and condition vector
outputs 0.

For the attributes and conditions of salary, salary of

male participants and female participants are grouped
like the following which depend on input of all partici-
pants.
x1 = 1 : Salary below 3 million.
x9 = 1 : Salary between 3 million and 6 million.
x3 = 1 : Salary between 6 million and 10 million.
x4 = 1 : Salary above 10 million.
For male participants with salary 2 million, then the
attribute vector becomes @; = (1 0 0 0 ), while the
condition of a female participant is salary more than 3
million (a3 OR a3z OR ay4), then the condition vector
becomes v; = (1000 ).

It is crucial if the conditions and attributes of each
participants in the matching are exposed to everyone.
That is why, we define a private matching algorithm
that only output nothing more than the matching re-
sult.

We create a new algorithm that every participants
can find his/her partner only when their input sat-
isfy /match each other by adopting to Okamoto-Taka-
shima’s inner product encryption (IPE)[OT11]

In the later section, we introduce a new definition of
matching algorithm in which the participants can input
information instead of preference lists.

2 Related works

2.1 The Gale-Shapley Algorithm

The Gale-Shapley algorithm was proposed for solv-
ing the matching problem. In this algorithm, male and
female play different roles. Simply, the algorithm can
be expressed as ”proposals” from male to female.

Male and female are divided into two groups, the
engaged group and the free group. All male and fe-
male start from the free group. Whenever there is any
male in the free group, one of them is randomly se-
lected. Then, the selected free male proposes to the
female whom he likes the most and has never proposed
to before. Suppose the selected free male A proposes
to B (whom he never proposed before and he likes the
most). In this state there are two cases. The first case
is when the female B is free. In this case, A and B
are automatically paired. The second case is when the
female B is already engaged to another male A’. In
this case, using the female B’s preference list, A and
A’ are compared. When A has a higher rank than A’
B engages with A, while A’ is divorced and grouped
into the free group. On the other hand, if A has a
lower rank than A’, B will continue to be engaged to
A’, while A is considered to be rejected and regrouped
again into the free group. Next, another male from the
free group is randomly chosen and matched by the same
way. This manner of matching repeats until all male
and female are paired and no person remains in the free
group. In the end, Gale-Shapley algorithm outputs a

stable matching result. A matching is called stable,
when there is no unmatched male and female that like
each other better than their own current match.

2.2 Golle’s Private Matching Algorithm

In order to retain the privacy of the participants’
information, this algorithm [Go06] added independent
parties called Matching Authorities (MAs). By setting
the MAs as honest but curious parties, participants
obtain the matching result without knowing any other
information. In addition to real male and female partic-
ipants, fake male are added in the matching algorithm.
In this algorithm, each participant creates his/her own
preference list and encrypts it. The encrypted prefer-
ence list is sent to matching authorities. Matching is
done by matching authorities without decrypting the
lists and the result is shown to all participants. The
total communication complexity of this private stable
matching is O(n?).

Franklin-Gondree-Mohassel‘s Private Matching
Algorithm

Franklin-Gondree-Mohassel showed that communi-
cation complexity of Golle’s main protocol is O(n%). In
addition, they also introduced their own variant proto-
col in which the communication complexity is reduced.
As participants, fake female are added to Golle’s pri-
vate matching algorithm (real male, real female, and
fake male). In this algorithm, each participant cre-
ates his/her preference list, encrypts it. Different from
Golle’s algorithm, the encrypted preference lists are
sent to Database matching Authority (DBMA) which
has a function to store all encrypted preference lists.
Matching authorities (MAs) can only access the en-
crypted preference lists when matching is done. The
result is then shown to all participants. The compu-
tation complexity of their private matching algorithm
is O(n*y/logn), while the number of rounds of compu-
tation is 2n%. We also found that number of rounds
of computation in this algorithm can be simplified by
changing the preference lists of fake male and fake fe-
male to n? +n [HMO11].

2.3 Attribute based Encrytion

The application of attribute based encryption [BSW07]
is mostly known in cloud computing. As more and
more data is shared and stored by third-party sites
on the Internet, there will be a need to encrypt data
stored at these sites. The benefit of attribute based en-
cryption is that we can share the encypted data with
other parties, just by simply share our private key.
Mainly, there are 2 types of Attribute based encryption,
Key-Policy Attribute based Encryption (KP-ABE) and
Ciphertext-Policy Attribute based encryption (CP-ABE)
used. The primitives of attribute based encryption is
also the basic for predicate encryption.



2.4 Predicate Encryption

Predicate encryption [LOS10] [OT11] is a new paradigm
generalizing identity-based encryption and attribute based

encryption[BSWO7]. Different from the attribute-based
encryption, in predicate encryption schemes, secret keys
correspond to predicates and ciphertexts are associated
with attributes; the secret key SKy corresponding to a
predicate f can be used to decrypt a ciphertext associ-
ated with attribute I if and only if f(I) = 1. Construc-
tions of such schemes are currently known for relatively
few classes of predicates. Such a scheme for predicates
corresponding to the evaluation of inner products over
Zn, which enables constructions in which predicates
correspond to the evaluation of disjunctions, polynomi-
als, CNF/DNF formula, or threshold predicates, etc.

3 Definition of our matching algorithms

In this section, we explain our new matching algo-
rithms.

3.1 Models and definition

Other than participants, our algorithm is run by
numbers of independent parties (exactly four) whom
we call matching authorities (MA). Participants are di-
vided into two groups, the one with attributes, and the
other with conditions. In this algorithm we will set the
group with attributes as male group, while the group
with conditions as female group. Each attribute corre-
spond to a vector Z, condition correspond to a vector
U.

First of all, the participants of the matching input
each of their attributes and conditions. Then the match-
ing authorities separately run a number of distributed
cryptographic protocols, which are public keys and mas-
ter secret keys generation (Setup) and secret key gen-
eration (KeyGen). Next, by using the public key from
the matching authorities, the male participants encrypt
their attributes and display the encrypted attributes
in a board that is open to all participants. Then the
female participants send their input to the matching
authorities and receive secret keys regarding to their
own conditions.

After that, female participant obtains the encrypted
attribute from the open list and decrypt them with
their own secret keys. If there is a pair of a male par-
ticipant and a female participant whose attributes and
conditions’ inner product is equal to 0, then the female
can decrypt the ciphertext. The female can read the
message and knows which male matches her condition.
Notice that in this algorithm, the result of the match-
ing is only known by matched female participant.

Our matching algorithm for computing a match might
output more than one matching results if there are mul-
tiple male participants whose attributes matches to a
female participant’s conditions. This matching algo-
rithm reveals no other information to the adversary
than what the adversary can learn from that match

including the conditions and attributes of the partici-
pants in the matching.

3.2 Privacy Preserving Protocol
Notations

Let i be an index of male; ¢ € {1,...,n}. Let j
be an index of female; j € {1,...,n} (n represents the
maximum number of parcipants in male/female group).
Let r in M A, be an index of matching authorities,
where in our algorithm, we have 4 matching authorities.

Input submission and initialization

Matching is executed as follows :
1. Each male inputs his own attribute z; and each fe-
male inputs her own condition vj.
2. Matching Authorities (M Ay, M Ay, M A3, M Ay) gen-
erate each public key and each master secret key.
3. Participants divide their own input as below. Each
male encrypts the divided attributes using matching
authorities’ public keys and outputs encrypted attributes.
These encrypted attributes are shown as an open list
that all participants can see.
4. Each female divides her condition and sends them
to matching authorities.
5. Matching authorities receive the divided conditions
and generate a secret key corresponding to each condi-
tion as below.
6. Each female receives secret keys corresponding with
her own condition, and then use the encrypted attributes
from the open list to find a matching result.

Dividing an attribute or condition

Given an attribute 7}, each male creates random vec-
tor a7, and divides «; into a7, and z;, by z;, = z; -
x4, . Given a condition v}, each female creates random
vector vj, and divides v; into v}, and vy, by vj, = v; -
’Ujl .

Encrypting attribute and message

Every male participant encrypts each of their divided
attributes in a way such that 27, is encrypted using
M A, and M Ay’s public keys which create C;,, and C;,,
respectively; a7, is encrypted using M As and MAy’s
public keys which create C;,, and Cj,, respectively.
Other than these, male participants also encrypt their
message by using matching authorities’ public keys to
create C;,. Note that message is the detail informa-
tion of a male, such as E-mail address, telephone num-
ber, etc, which can only be decrypted when the male
is matched with a female. Then, each male outputs

(Cim Ciu ) Ci12 'Cizl ’ Ci22 )

Creating secret keys from conditions

Female participant sends v}, to M A; and M Az. Then
female participant receives secret key Kj,, from MA;,
secret key K, from M Az Again, female participant
sends vj, to M Ay and M A4. Then female participant

receives secret key Kj,, from M Ay, secret key Kj,,



from M A4. Then, each female’s secret key consists of
(Kjll ’ Kjlz ) Kj21 ) Kj22)'

Decrypting the encrypted attributes with secret
keys

Female participants takes all the encrypted attributes
and messages (C;,.Ciy,, Ciyy-Cisy, Ciy,) from the open
list and decrypt them with their own corresponding se-
cret keys (Kj,,, Kj,,-Kj,,, K}y, ). If the inner product
of the attribute and the condition is 0, then the decryp-
tion can be done. Notice that, the decrypted message
of the matched male is visible only to the matched fe-
male.

3.3 Matching scheme

Algorithm are given as follows:

eSetup,(17,n) : Done by matching authorities (M A4,.)
Notice that B, X, are generated in each M A,., while
A is the same for all MA,.
G and Gr are cyclic groups of order q.
Generator g; & G,N=4n+2
gr ==e(g1,01) #1 € Gr
k-1 N-k

—— —
ar :=(0,...,0,91,0,...,0)
canonical base A = (a1,...,an)
X, = (X,,,) ¢ GL(N,Fy)
GL(N,Fq) is the group of N x N invertible matrices
with entries in the field of g elements, Fq is a finite
group of order q.

Gop(17,4n +2) :param;/ =1(q,V,Gr,A,e) & Gapus

acquired from either M Ay (Special Matching Author-
ity) or a hash function, whose descriptions are written
below.
U
Ny < Fq.
a. For M Ay ; Input : (skq, vj1):
Output : (Kj,,)

1 n 2n n 1
AN AN AN AN AN

K ::( 1 70-’0;1)02"7 m , 0 )BI

Ji1

b. For M A, ; Input : (sks, vj2):
Output : (Kj,,)

1 n 2n n 1
AN AN AN AN AN

Kj12 ::( 1 ’UU;Q’ 02”7 n2 , 0 )B;
c. For M As ; Input : (sks, vj1):
Output : (Kj,,)
1 n 2n n 1

AN AN AN AN AN
- 2
szl ::( 1 7avj1a0n7 n3 0 )Bg

d. For M Ay ; Input : (sky, vj2):
Output : (Kj,,)

1 n 2n n 1
AN AN AN AN AN
— - 2n
szz _( 1 , 0Uj2, 0 y M4 0 )BZ
where Vi1 = (Ujllv“'»vjln), Vj2 = ('Ule,...,’Uan),.

For bases B := (by,...,by) and B* := (b, ..
SN 2ib; and (vo, ..., vn)B = BN v;bE.

U - y _
(1>\7 N)v 1;[} — Fq 719i,j = ZZJ(XT) 1; gr = e(givgi)wapa’ramV :>:

(paramy,, gr),
return(paramy , B, B*).

(paramy,B := (byy, .., bpyyy ), B i= (05, - - abt%ﬂ))

& Gu(1*, 4n +2)

pky =By = (bT’ov ceey b’rnabmn+1)7
P E * * * *
sky :=Bj = (b),..., b Uiy b”nﬂ)
where By := X, - A; B := (XI)7! - A;
b XTO,O X?”o,4n+1 ai
ro
Orinss X X a
T4n+1,0 Tan+1,4n+1 N
V is a N-dimensional vector space;

N

——f
Vi=GX...XGoverFq;e: VXV = Gr
e(z,y) =TI ;e(g1,, h1,) € Gr where
= (g1,,---,915) € Vand y := (h1,,...,h1y) € V.

This is nondegenerate bilinear i.e. e(sx,ty) = e(x,y)*
and if e(z,y) = 1 for all y € V, then z = (0,...,0).
For all i and j, e(a;,a;) = e(g1,g1)% where &; ; = 1 if
i = 7, and 0 otherwise, and e(g1,91) # 1 € G

eKeyGen, : Done by matching authorities (M A4,)
oo < Fg) is used by all matching authorities which is

and (...) p: represents elements in B; base and B} base.

e Encryption : Done by a male participant.
Male participant generates 61,911, 012, 021, 022, (11,

18]
C12,C21,C22 < Fq
Input : (pklapk27pk3apk47 x?1 ) 1:;‘2 SUAS GT)
Output : (Ciy, Ciyy, Cirz, Ciny, Ciny)

Ciy=9g

C11+C12+C21+C:
i T11 124+ +C22 )

1 n 2n n 1
AN AN AN AN AN
— 2
Ciy, = (Ci1, 01271, 07, 0™, 011 )B,

1 n 2n n 1
AN AN AN AN AN

Ciyy = (Ci2 , 01771, 02, 0™, 612 )B,

1 n 2n n 1
AN AN AN AN AN

Cm = ( (21 75193_{2» 02”» 0" s 021 )B3

1 n 2n n 1
AN AN AN AN AN

Ci22 = ( 422 ,51%?2, 02n7 0" ) 522 )B4
e Decryption : Done by a female participant
m = Ci
- I IEe(Ch,., K,

.,b}),(l’o,...



if 7 - &3 = 0, then

Ci
nglﬂzzle(ci

K;,.)

yz?

B 9%11+C12+C21+C22m

T (§@S10+C11+Cia+Ca1+C22)
9r

+CratCart
g%u C12+C21 szm

T 4Gt G+l m
gr

where e(by,,, by, ) = ggf’j.

If i = j then 9; ; = 1; else 6; ; = 0.

As for o in above, it is important that the value of
o is the same for each matching authority. In order
to achieve it, one of the following two protocols is exe-
cuted.
1. By using M Aq
First, M Ay generates a pair of public key, secret key
and shows his public key to all M A,. Matching au-
thority (M Ap) has a function to output a Token, by
creating random o and then using each participants’
identity, M Ay adds his own signature (Sign) to the
Token, and then send the T'oken to matching authori-
ties M A,.. M A, verifies the signature and then uses o
to generate (Kjll ) Kj12'Kj21 ) Kj22)
Input : Participants’ ID (ID)
Output : Token = (0,1D)gign
2. By using hash function
By using the same hash function, matching authorities
(MAy, MAs, M A, M Ay) uses the same o to create ¢ .
Input : Participants’ ID (ID)
Output : g = H(ID)

where H() is a hash function.

Notice that by using hash function, the scheme KeyGen,.

is different from the procedure shown before. We pro-
pose a new way to generate the secret keys as below.
canonical base A’ = (aj,aq, ...
k-1 N-k
, —— - ——
where aj, ::/(0,...,0,91,0,...,0).
and sk, : Bf = (XT)"1. A/

!
aan+1aa’n+2a .. .,CLN)

In this term the secret keys become like below

1 n 2n n 1
AN AN AN AN AN

- 2
K ::( 1 ,’Ujl,()n, m , 0 )B;
1 n 2n n 1
AN AN AN AN AN
- 2
::< 1 7gvj170n7 m, 0 )B;_*

=K

4 Security

We propose security definitions from various points
of views. One of the point of views is the privacy of
attributes of the male participants. The other point of
view is privacy of conditions of the female participants.

4.1 Security of inner product encryption (IPE).

Definition 1 Inner-product encryption scheme is
adaptively attribute-hiding against chosen plaintext at-
tacks if for all probabilistic polynomial-time adversaries
Adv, the advantage of Adv in the following experiment
is negligible in the security parameter.

Below is the game between Adv and Challenger.
1. Setup is run to generate keys pk and sk, and pk is
given to Adv.
2. Adv may adaptively make a polynomial number of
key queries for predicate vector v. In response, Adv is
given the corresponding key skz &K eyGen(sk, D)
3. Adv outputs challenge attribute vector (z(?),z(1)
and challenge plaintexts (m(?), m()), subject to the fol-
lowing restrictions :
a. U-2© #£ 0 and 7- 7Y #£ 0 for all the key queried
predicate vectors v
b. Two challenge plaintexts are equal (m(®) = m®)
and any key query ¥ satisfies one of the following con-
ditions.

i. 770 =0 and 7- 7V =0,

ii. 7-2© £0and ¢- 21 £ 0.
4. A random bit b is chosen. Adv is given ¢ &
Enc(pk,m®, £®),
5. Adv may continue to issue key queries for addi-
tional predicate vectors ¥, subject to the restriction
given at step 3. Adv is given the corresponding key
sky & KeyGen(sk, 7).
6. Adv outputs a bit b, and succeeds if b = b.

The advantage of Adv is described as

Adv'E (1) = Prit/ = b] —1/2

Lemma 1 The proposed IPE Scheme is adaptively
attribute-hiding against chosen plaintext attacks under
the DLIN assumption. [OT11]

4.2 Privacy for male participants

The first point of view is from the ciphertexts, where
it is hard to guess the message and attribute for any
adversary including matching authorities if there is no
collusion among mathching authorities.

Definition 2 This protocol is said to be private for
male participants if for all probabilistic polynomial-
time adversaries Adv, the advantage of Adv in the fol-
lowing game is negligible.

In this game, we consider M A, is Adwv.

1. Challenger sends pks, pks, pks. to Adv, while Adv
sends pky to the Challenger.

2. Adv sends 7, 71 and m© m®) to the Chal-
lenger.

3. A random bit is chosen, Challenger split #(*) into

fgb) and féb). fgb) is chosen random while féb) is created

by #® — 2. Adv is given (Co, Ci1, Cha, Ca1, Caz) <
Enc(pkhkavpkfiu pk47 fgb)v féb), m(b))

4. Adv outputs a bit b, and succeeds if b = b.



Note that we write the separated vector ¥;,, ¥;, as
S(b)  (t .

:cg ), xé’) and ciphertext (Ci,, Ciy, Ciyp-Ciyy s Cisy) a8
(00701170127021,022) n thiS game.

The advantage of Adv is described as
AdvCT (1) = Prlp' = b —1/2

Lemma 2 The proposed protocol is private for male
participants under the DLIN assumption.

Proof sketch of Lemma 2

We denote the game written in Definition 2 as Game
0. Then, we define Game 1 to compare with Game 0.
In Game 1, the ciphertext created from Challenger at
step 4 is changed in some ways so that it is hard to
guess which random bit is chosen. The detail of Game
1 is given below.

Game 1: Same like Game 0 except that Cs; and Cog
in ciphertext are changed like the following.

Cy = 9%11+412+(21+C22m

011 = (Cllu 615E_i, 02”7 071, 611)]31
Cia = (C12,6171,0%",0", 612)B,

Co = (C217702n,0",521)33
Cag := (C227702n,0",522)34

where x3; and x35 are created randomly and inde-
pendently from the other variables. We can show that
the difference between advantages of Game 0 and Game
1 is negligible, under the DLIN assumption.

Adv©T (1) = Adv®*™0 ()
| Adv©e™e0 (1) — AdvCeme|(1) < €(T)

Furthermore, the advantage of Adv in Game 1 is zero
since (Cyp, C11, Ca, Ca1, Cy2) are independent from .
Therefore, the advantage of Adv in Game 0 is negligi-
ble.

4.3 Privacy for female participants

The second point of view is the security of secret
keys, i.e. when one of matching authorities is Adv, the
matching authority will never know any condition from
secret keys if there is no collusion among Matching Au-
thorities.

Definition 3

This protocol is said to be private to female partici-
pants if the advantage of Adv in the following game is
negligible.

In this game, we consider M A; is Adv.

1. Challenger sends pkso, pks,pks. to Adv, while Adv
sends pk, to the Challenger.

2. Adv may adaptively make a polynomial number of

key queries for predicate vector ¥. In response, Adv is
given parts of the corresponding key (K2, Ko1, K22),
Ko & KeyGeng(ska, ¥), Ko & KeyGens(sks, ¥),
Koo i KeyGeny(sky, ).

3. Adv sends 79, 71 to the Challenger.
4. A random bit is chosen, Challenger split 7®) into

ﬁgb) and ﬁgb). 17517) is chosen random while Uéb) is created

by 7(® — 17§b). Adv is given U;b).
5. Adv outputs a bit b, and succeeds if b = b.

The advantage of Adv is described as
Adv K (1) = Pr[t) =b] —1/2

Lemma 3 The proposed protocol is private for fe-
male participants under the DLIN assumption.

Proof of Lemma 3

Since the information of condition vector #°, ¥ from
the female participant is not included in the separated
secret keys @7 and o, it is hard for any Adv to get the
information regarding conditions from female partici-
pants.

That is because @ is created randomly by the female
participant, therefore Adv will not be able to get any
information regarding v'.

Therefore, considering if there is no collusion for match-
ing authorities, then the algorithm we propose is pri-
vate for female participants.

5 Conclusion

We proposed a new matching algorithm that both
parties can execute a matching even without know-
ing any information about other participants by us-
ing predicate encryption. By using this algorithm, ev-
ery participant can input his/her information to be
matched without revealing any of his/her information.
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